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1 DISCLAIMER & CHANGE HISTORY 

1.1 Disclaimer 

This document of the European Payments Council has been updated with the contribution of 
members and experts of the Cards Stakeholders Group amongst which representatives of the CIR 
community. 

 

 

 

 

 

 

1.2 Document Change History 

Version 
number 

Dated Reason for revision 

3.0 05.12.2008 Resolution covering the Volume approved at 17 December 2008 
Plenary and announcing some editorial changes in the upcoming 
months 

3.1 17.02.2009 IPR issues - Part 2 (annexes not published) 

3.2 02.03.2009 Migration of some contents of Part 2 into Part 1 (definitions, A2I study 
on ISO 20022) 

3.2.1 15.03.2009 Layout and corrections 

3.5 31.07.2009 Version for public consultation 

4.0 18.12.2009 Version approved by the EPC Plenary 16 December 2009 

 

This document should be seen as a major achievement in the EPC efforts to standardise cards 
within SEPA. It aims to respond to the expectations of the European Regulators.  

It is a major building block in the continuous and structured dialogue that is being set up with 
the cards stakeholders in SEPA in order to define together the implementation steps and to 
maintain this standardisation document. 



  Version 4.0 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0 5 

2 GENERAL 

2.1 Introduction  

This document builds on the SEPA Cards Framework that has been available since March 2006 
and has contributed through the formulation of policy guidelines to setting the foundations for the 
SEPA for payments and cash withdrawals with cards.  The ambition of the present document is 
again to set foundations, this time for interoperability and gradually convergence of the technical 
standards which underpin the end-to-end card value chain. 

Achieving greater standardisation in the European card world is a necessity going forward, yet a 
formidable challenge.  When undertaking this task a number of at times conflicting dimensions 
have to be reconciled: 

 The often-excellent service experienced by both cardholders and merchants may not be 
disrupted.  As far as notably cardholders are concerned, greater standardisation must 
remain almost transparent to them. 

 Retailers have significantly invested in and deployed POI equipment and related software 
applications.  Of course the depreciation deadlines of these equipments up to now reflect 
more individual decisions than any grand European vision.  In addition, in a number of 
countries, retailers have just completed a migration to EMV. 

 Equally retailers are not one.  The different requirements of their multiple professions and 
sectors result in specificities, which must be translated into the products, they deploy. 

 Manufacturers appreciate a dose of standardisation, yet want also to be able to 
differentiate their ware from each other, and take advantage of innovation, in order to 
compete in the marketplace. 

 Policy makers and regulators harbour significant expectations from standardisation: 
economies of scale achieved thanks to standard equipment certified and deployable at 
European level should decrease costs and make payments with cards an even more 
attractive proposition.  

 Finally Europe is not an island.  Standards for cards are not only decided in Europe, and 
stakeholders in Europe are concerned about the compatibility beyond Europe’s borders of 
the solutions they propose and/or implement.  
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This document is the attempt to reconcile these challenges, by offering to all stakeholders a 
pragmatic path: 

1. A set of business and functional core requirements (“EPC standards”) across the cards 
value chain including principles and a framework for certification with the objective to first 
achieving mutual recognition of certificates, and later single, Europe-wide certification.  It 
will be up to each market participant to decide whether to make use of these standards, yet 
those who do will be able - as a result of a self-assessment process - to avail themselves of 
being SCF-compliant.  

2. These EPC standards will represent foundation stones on which market participants will be 
able to develop implementation standards to meet the specific needs of the various market 
segments, and allow for competition.  It will be the responsibility of each provider to 
ensure that these implementation standards are effectively compatible with the standards 
referred to above.  

Market dialogue and acceptance are key concepts leading us in the procedure. 

The Volume has been submitted 3 times to consultation, first in a public procedure (3 months till 
18th August 2008), with 61 responses received and a second one, reduced in time (1 month - 
October 2008) and in scope (only the respondents to the first consultation). It has also been 
submitted to consultation from July 31 2009 to October 31 2009 following the addition of Card 
Not Present transactions description.  Responses received during those consultations were analysed 
one by one. A document consolidating a summary of all responses of this last consultation together 
with their actual status will be publically available on the EPC website. The most relevant and 
urgent are incorporated in this version of the Volume, for approval by the Plenary of the European 
Payments Council at the end of 2009, and subsequent general publication for adoption and 
implementation by the market.  Future versions of this Volume will allow enriching it with 
additional aspects. 

In parallel, the European Payments Council has initiated a structured dialogue with the relevant 
stakeholders, in order to identify the principles for the possible adoption and implementation paths 
and timelines throughout Europe.  This has led to the creation of the Cards Stakeholders Group. 
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2.2 Scope, objectives of EPC work on cards standardisation  

2.2.1 Context 

The objective of the SEPA Cards Framework (SCF)1 is to establish high level principles and rules 
which when implemented by banks, schemes, processors and other stakeholders such as merchants 
and retailers, will enable European customers to use general purpose cards to make payments and 
cash withdrawals in euro throughout the SEPA area with the same ease and convenience than they 
do in their home country. 

The SCF acknowledges that a further piece of work is required so that the commitment to 
cardholders that there are “no differences whether they use their card(s) in their home country or 
somewhere else within SEPA” is delivered in the most efficient manner by banks and schemes.  
The necessity for deeper standardisation has also been highlighted by European policy makers.  

2.2.2 Scope 

The scope of EPC’s work on cards standardisation in general, and of the present Volume in 
particular, is the definition and description of SEPA Cards Standards for the card payment and 
cash withdrawal services, provided or implemented by the different stakeholders like SCF 
compliant card schemes, issuers, acquirers, processors, vendors, merchants, etc. 

2.2.3 Objectives  

The "SEPA Cards Standardisation Volume - Book of Requirements" objective is to deliver 
consistent cardholders experience through harmonised functional and security requirements for 
cards services in scope of this Volume. 

It will also provide a Certification Framework which will enable SCF compliant certification. 

The functional and security requirements and the certification framework are called the “SEPA 
Cards Standards”.  They also include functional architecture, description of processing flows and 
data elements definitions and use. 

In line with the SEPA Cards Framework, these SEPA Cards Standards represent a commitment 
from the banking payment industry for adoption and implementation.  The banking payment 
industry calls upon all other relevant parties throughout the card payment value chain (merchants, 
vendors, processors, card schemes, etc.) also to adopt and implement these SEPA Cards Standards. 

                                                 
1 In case of any doubt or conflict, the terminology and meaning of the SCF prevails on any terminology or meaning of 
the present document. 
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2.2.3.1 Impact on the different stakeholders 

Stakeholders in cards payments are notably: card schemes, cards & card acceptance solutions 
vendors, merchants, acquirers, processors, infrastructures, issuers, certification entities. 

Any stakeholder wishing to present himself as SCF compliant will have to comply with the SEPA 
Cards Standards.  It remains however any stakeholder’s business decision to select, depending also 
on the environment, business interest, etc., which services or options it implements. 

2.2.3.2 Implementation of the SEPA Cards Standards 

After the publication of this version of the EPC Cards Standards Volume, EPC will work with 
merchants, vendors and other stakeholders within the Cards Stakeholders Group to lay out a 
possible implementation path for the standards described in this Volume. 

2.2.4 Implementation standards 

The present version of the SEPA Cards Standards does not include implementation standards.  The 
choice of implementation standards in line with the SEPA Cards Standards is up to the 
stakeholders.  It will continue to be up to stakeholders to develop implementation standards which 
will allow for differentiation and ensure lively competition in the market, and innovation. 

The EPC expects the implementation standards to meet the following criteria: 

 Compliance with the SEPA Cards Standards 

It will be the responsibility of each provider of implementation standards to ensure that 
they are effectively compatible with the SEPA Cards Standards. 

 Publicly available 

 Royalty free 

 Open standards 

2.3 Governance and maintenance for EPC work on card standardisation 

These issues are to be covered in a separate document which will be discussed within the EPC and 
with the Cards Stakeholders Group. 
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2.4 Standardisation Volume consultation and validation process 

These issues are to be covered in a separate document which will be elaborated with the Cards 
Stakeholders Group. 

2.5 Intellectual property, copyright aspects related to the contents of the Volume  

Readers including potential and actual users of this SEPA Cards Standardisation Volume 
acknowledge that any copyright to the Volume belongs to the EPC.  Neither readers nor potential 
and actual users of this SEPA Cards Standardisation Volume shall assert contrary claims, or deal 
with the SEPA Cards Standardisation Volume in a manner that infringes or is likely to infringe the 
copyright held by the EPC in the SEPA Cards Standardisation Volume. 

Part of the documents included in this SEPA Cards Standardisation Volume may have been 
originally produced – and may be or have been published – in whole or part by one or another of 
the “initiatives” – or individual participants thereto - which participated to the EPC Cards 
Standardisation Process.  

When invited to participate in the EPC Cards Standardisation Process, participants in the said 
initiatives were jointly informed and agreed that one of the primary objectives of the work 
undertaken is to ensure that European banks and other stakeholders, including the schemes in 
which they participate, have open and free access to, and free usage of, standardisation work 
performed.  In order to maximize efficiency all also acknowledged that the work to be undertaken 
would capitalize to the greatest extent possible on existing initiatives, with the additional objective 
to recognize the needs of all relevant stakeholders, coordinate work underway, agree deadlines and 
monitor deliverables. 

Whilst acknowledging the provenance of such material as originating with the said initiatives 
and/or participants thereto, the intellectual property rights, copyright and rights of development 
and disposal resides exclusively with EPC.  EPC gratefully acknowledges the work of the said 
initiatives and/or participants thereto in creating part of the original documentation and supporting 
work. 

EPC and all parties may make use of this material other than for commercial gain, provided that its 
source, being EPC, is duly recognised. 
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3 REFERENCES, ABBREVIATIONS AND DEFINITIONS 

3.1 References 

[EMV] EMV Integrated Circuit Card Specifications for Payment Systems, Version 
4.2, June 2008 

[EMV B1] EMV Integrated Circuit Card Specifications for Payment Systems, Book 1, 
Application Independent ICC to Terminal Interface Requirements, Version 
4.2, June 2008 

[EMV B2] EMV Integrated Circuit Card Specifications for Payment Systems, Book 2, 
Security and Key Management, Version 4.2, June 2008 

[EMV B3] EMV Integrated Circuit Card Specifications for Payment Systems, Book 3, 
Application Specification, Version 4.2, June 2008 

[EMV B4] EMV Integrated Circuit Card Specifications for Payment Systems, Book 3, 
Cardholder, Attendant, and Acquirer Interface Requirements, Version 4.2, 
June 2008 
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3.2 Abbreviations 

AID Application Identifier 

CC Common Criteria 

CDA Combined DDA/Application Cryptogram Generation 

DDA Dynamic Data Authentication 

MOTO Mail Order - Telephone Order 

PAN Application Primary Account Number 

PCI Payment Card Industry 

PED PIN Entry Device 

POI Point of Interaction  

PSE Payment System Environment 

SDA Static Data Authentication 
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3.3 Definitions 

The definitions hereafter are limited to the ones necessary to understand the functional 
requirements listed in this document. 

3.3.1 Card Services 

A Card Service is the process to support financial and non-financial transactions in the card 
environment.  

SERVICE DEFINITION 

ATM Cash Withdrawal A service which allows the cardholder to withdraw cash at a cash 
dispensing device, e.g. an ATM. Also called “ATM Cash 
Disbursement”. 

Balance Inquiry  A service which allows the cardholder to request information about his 
account balance. 

Cancellation  A service which allows the card acceptor to cancel a previously 
approved transaction.  

Cancellation should only occur before the transaction is cleared to the 
issuer. It is sometimes called “Manual reversal”. 

Card Funds Transfer A service which allows the cardholder to use his card to transfer funds 
to and from his card account and where neither of the involved entities 
acts as a card acceptor (or professional payee). 

This service allows to transfer funds from 

•  a card account (PAN) to another card account 
•  a bank account (IBAN) to a card account 
•  a card account to a bank account 

Card Validity Check A service which allows the validity of the card to be checked. This 
transaction is only for information and has no financial impact on the 
card account. Sometimes it is called “information request”. 

Cash Advance 
(attended) 

A service which allows the cardholder to withdraw cash in an attended 
environment, e.g. at a POI or at a bank counter. Also called Cash 
Disbursement. 
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SERVICE DEFINITION 

Cash Deposit A service which allows the cardholder to deposit cash to his own card 
account(s). 

It can take place 

• either at a bank counter 
• or at an attended or unattended point of service. 

Deferred Payment A combined service which enables the card acceptor to perform an 
authorisation for a temporary amount and a completion for the final 
amount within a limited time frame. Deferred Payment is only 
available in the unattended environment.  

Examples where this service is widely used are unattended petrol 
pumps and phone booths. 

This is also called “Outdoor Petrol” when used in the specific petrol 
sector. 

e-Purse - 
Loading/Unloading 

Services which allow the cardholder to transfer funds between an 
electronic purse and his card account. 

Instalment Payment A service which allows the card acceptor to bill a single purchase of 
goods or services to an account in multiple transactions, over an agreed 
period of time. 

No-Show A service which allows the card acceptor to charge the cardholder's 
account due to the fact that the cardholder has not arrived within the 
specified time and has not cancelled the guaranteed reservation within 
the specified period. 

It is used e.g. for hotel trade. 

Original Credit A service which allows the card acceptor to effect a credit to a 
cardholder’s account. 

An original credit is not preceded by another card payment. 

Payment The basic service which allows the cardholder to pay for the purchase 
of goods and services from a card acceptor using his card.  
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SERVICE DEFINITION 

Pre-Authorisation 
Services 

A service composed of 2 mandatory and one optional steps: 

• Pre-Authorisation  
• Update Pre-Authorisation (optional and potentially with several 

occurrences)  
• Payment Completion 

The Pre-Authorisation allows the card acceptor to reserve an amount 
for a specified period of time in order to secure that sufficient fund is 
available to complete a subsequent payment. 

The pre-authorisation is used only to secure the amount since neither 
the final amount nor the final date and time of the actual payment are 
known (e.g. car rental, hotel, video rental, etc.). Pre-authorisation is 
also called “reservation”. 

The Update Pre-Authorisation allows the card acceptor to update the 
validity and amount of a pre-authorisation. Also called a 
supplementary authorisation or “update reservation”. 

The Payment Completion allows the card acceptor to finalise a 
payment using a previously obtained pre-authorisation. 

Prepaid Card - Loading 
& Unloading 

A service which allows the cardholder to transfer funds to or from a 
prepaid card account. 

Quasi-Cash Payment A service which allows the cardholder to obtain items which are 
directly convertible to cash. For example these can be gaming chips. 

Recurring Payment A service where the cardholder authorises an acceptor to charge the 
cardholder's account on a recurring basis. 

Refund  A service which allows the card acceptor to reimburse the cardholder 
partially or totally. Refund is not necessarily linked to any previous 
transaction. 
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3.3.2 Additional Features 

An Additional Feature allows a particular usage of a Card Service 

ADDITIONAL 
FEATURES 

DEFINITIONS 

Payment with 
Cashback 

A service which allows the cardholder to obtain cash from the card 
acceptor in conjunction with a payment. Also called a cashback 
transaction. 

The cardholder receives the extra cash amount in notes or coins along 
with the goods/services. 

Payment or Cash 
Withdrawal with 
Dynamic Currency 
Conversion 

A feature which allows the cardholder to select the currency of the 
payment or cash withdrawal transaction. 

Payment with 
Aggregated Amount 

A feature which allows the card acceptor to create the amount for a 
payment using increments to obtain the final amount. 

Payment with Deferred 
Clearing 

A feature where the acquirer postpones the clearing of the transaction. 
It is used for example for the payment of health expenses. 

Payment with 
Increased Amount  

A feature which allows the cardholder to increase the amount to pay by 
adding an extra amount, for example where a gratuity (tip) is added. 

Payment with Loyalty 
Information 

A feature which allows a card acceptor to accept payment with loyalty 
or reward his customers or other loyalty programmes. 

Payment with 
Purchasing or 
Corporate Card Data 

A feature to include data related to a specific activity. This is often in 
support of the use of a company purchasing or corporate card. 

The additional data can be for example: VAT, reference numbers, e-
invoicing or sector specific data… 

Unsolicited Available 
Funds 

A feature which allows the card issuer to provide account balance 
information in the authorisation response message. 
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3.3.3 Functions 

A Function is a processing step or a sub-element of a Card service. 

FUNCTION DEFINITION 

Application Selection A Function which allows to select an application supported by both, 
the card and the POI, to be used to process a service for a transaction. 
For remote transactions the application selection does not cover the 
selection process as defined in EMV, but instead the selection of a 
mark / card product by the cardholder. 

Authorisation A Function performed by the Acceptor to assess whether a card service 
can take place or not. It can be processed online or off line to the Chip 
card.  

Card Authentication A Function by which a card is authenticated to the POI and/or the 
Issuer. 

Card Data Retrieval A Function which allows the POI to retrieve data from the card. 

Cardholder Verification A Function which allows to select and to perform a cardholder 
verification method. 

Chargeback A Function which allows an Issuer to nullify a previous financial 
presentment. 

Completion  A Function which provides the cardholder, the acceptor and potentially 
the acquirer with information on how the transaction was completed. 

Configuration A Function which allows the acquirer, the acceptor or a third party to 
configure the POI Application. 

Data Capture A Function to transfer exchange data captured at a Point of Service to 
the Acquirer for financial presentment. 

Financial Presentment  A Function which enables acquirers to send issuers the transactions 
details and the amounts due for the processed transactions. This is 
generally called “Clearing”. 

Language Selection A Function which allows to select, automatically or manually, the 
language used on the POI for communication with the cardholder. 

Reconciliation A Function which enables two entities (merchant, acquirer, issuer or 
their agents) to seek an agreement on financial totals (amounts, number 
of transactions). 
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FUNCTION DEFINITION 

Referral A Function where the Payment is completed with a voice conversation 
to obtain an approval code. This Function does not necessarily involve 
the card or the Cardholder. 

Reversal A Function where the sender informs the receiver that a previous 
transaction cannot be processed as instructed with the intention to 
partially or completely nullify the effects of this transaction. This 
Function involves neither the card nor the Cardholder. 

Technology Selection A Function which allows to select the acceptance technology (e.g. 
chip, magnetic stripe, etc.) to be used to process a service for a 
transaction. 

3.3.4 Environments 

ENVIRONMENT DEFINITION 

Attended  An attendant (an agent of the merchant or of the acquirer) is present at 
the Point of Interaction and participates in the transaction by entering 
transaction-related data. The transaction occurs ‘face to face’. 

Chip Contactless Payment performed locally through a contactless communication 
between a contactless card and a contactless reader. 

Contactless with Mobile Payment performed locally through a contactless communication 
between a Mobile and a contactless reader. 

Remote Payment - 
MOTO 

A Payment where goods, services, etc. are purchased by mail or 
telephone order. 

Remote Payment - Basic 
Electronic Commerce 

A payment where goods, services, etc. are purchased over electronic 
systems such as the internet and other computer networks without 
using a secured architecture.  

Remote Payment - 
Secured Electronic 
Commerce 

A payment where goods, services, etc. are purchased over electronic 
systems such as the Internet and other computer networks using a 
secured architecture. The cardholder may be authenticated by the 
issuer. 

Remote Payment - 
Mobile 

A payment where goods, services, etc. are purchased over electronic 
systems such as the Internet and other networks using mobile. 
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ENVIRONMENT DEFINITION 

Semi-Attended The cardholder conducts the transaction at the Point of Interaction 
without the participation of an attendant (agent of the merchant or of 
the acquirer). However an attendant is present to provide assistance to 
the cardholder if necessary. Therefore, for the purpose of this 
document, Semi-Attended is categorised as Attended.  

Unattended The cardholder conducts the transaction at the Point of Interaction 
without the participation of an attendant (agent of the merchant or of 
the acquirer). The transaction does not occur face to face (e.g. vending 
machines, petrol pumps, parking meters, etc.). 

3.3.5 Acceptance technologies 

TECHNOLOGY DEFINITION 

Chip Contactless EMV 
Based 

IC Card compliant with EMV contactless specifications.  

Chip Contactless non 
EMV 

A non EMVCo Contactless application which uses wireless 
communication for making secure payments (e.g. magnetic stripe 
contactless or legacy application). 

Chip with Contact 
EMV 

IC Card compliant with EMV contact specifications. 

Imprint Card data are retrieved from a card Imprint. 

Magnetic Stripe Card data are retrieved from Magnetic track reading. 

Manual Entry Card data are retrieved from Manual key Entry. 
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3.3.6 Card Authentication methods 

METHOD DEFINITION 

Card Security Code Card Security Code printed on the card (e.g.CVV2 or CVC2) or 
generated by the chip of the card.  

EMV Off-line DDA With DDA the POI Application verifies a dynamic signature (i.e. 
different for each transaction) generated by the card using its private 
key, in order to assure that the card is not counterfeit and that the card 
data has not been altered. 

EMV Off-line CDA With CDA the card generates a dynamic signature of transaction data 
including the online cryptogram, in order to provide the protection of 
DDA while also assuring that an intermediate (wedge) device has not 
altered important data going between the card and POI Application. 

EMV Off-line SDA With SDA the POI Application verifies a static signature (i.e. the same 
for every transaction) of card data, in order to assure that this data has 
not been altered. 

EMV On-line 
Authentication 
(‘OMA’) 

Authentication of the chip card using Application Cryptograms with on-
line communication to the issuer. 

Remote 
Authentication 

Remote Authentication using a Token or a Chip card with appropriate 
card reader device to generate a one-time authentication code. 

3.3.7 Cardholder Verification Methods 

METHOD DEFINITION 

Biometric Biometric is a cardholder’s identity verification method based upon one 
or more intrinsic physical or behavioural features. 

No CVM No Cardholder Verification Method is required. 

Off-line PIN 
Encrypted 

The PIN entered to verify cardholder’s identity is checked by the chip-
processor. The PIN is transmitted to the card in encrypted form. 

Off-line PIN Clear 
Text 

The PIN entered to verify cardholder’s identity is checked by the chip-
processor. The PIN is transmitted to the card in clear text. 

On-line PIN The PIN entered to verify cardholder’s identity is checked by sending an 
encrypted PIN to the Issuer or delegated entity for validation as part of 
an authorisation request. 
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METHOD DEFINITION 

Remote Cardholder 
Verification 

A technology based on a secured architecture (3D-Secure or equivalent) 
that enables the merchant's plug-in to check that the cardholder is 
registered with a secure payment system. It provides the internet details 
of the cardholder authentication entity (issuing bank or delegated 
entity). 

Signature The cardholders’ handwritten Signature is used to verify his identity. 

3.3.8 Card management services 

MANAGEMENT 
SERVICES 

DEFINITION 

Card Activation Card Activation is an operation to initialise a new card prior to any 
usage. 

Card Pick-up Advice This Pick-up Advice service purpose is to inform the issuer that the 
card has been picked up. 

PIN Change / Unlock The PIN Change / Unlock service provides the cardholder the 
capability to change or un(b)lock his PIN. 

Return Card Advice The Return Card Advice purpose is to inform the issuer that the card 
has been returned to cardholder. 

Return Card to 
Cardholder Request 

The Return Card to Cardholder Request purpose is to get authorisation 
to return card to cardholder. 
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3.3.9 POI Application Terminology 

A POI Application is a POI software compliant with the functional requirements in this document. 
An Application Profile determines the processing parameters with which the POI Application 
performs a transaction for a Card Service. The POI Application chooses the Application Profile 
based primarily on the selected AID (Card Application Identifier) and on the Card Service to be 
performed. The following figure shows the logical relationship between the POI Application, the 
Card Services, the Functions and the Application Profiles. 

Those Card Services (CS) which are implemented 
in the POI Application are "supported"

Card Service 1

Card Service 1 
Configuration

Application 
Profile 1.1 

Configuration

Application 
Profile 1.n 

Configuration

Card Service N

Card Service N 
Configuration

Application 
Profile N.1 

Configuration

Application 
Profile N.n

Configuration

POI Configuration

Functions

POI Application 
(POI software)Those Functions which are 

implemented in the POI 
Application are "supported"

 
FIGURE 1 POI APPLICATION TERMINOLOGY 

POI parameters configure the POI Application independently of the Card Services, e.g. define the 
Terminal Capabilities. 

Card Service parameters configure the Card Service, e.g. define which Acceptance Technologies 
are allowed for a Card Service. 

Application Profile parameters configure the Application Profile for a Card Service, e.g. define 
which Floor Limit shall be used for an AID and a Card Service. 
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Depending on the architecture of the POI, the POI Application may be implemented on one 
component or distributed on several components. 

 
TERM DEFINITION 

POI Application POI software compliant with the functional requirements in this 
document 

Supported Indicates that a Card Service or a Function is implemented in the POI 
Application 

Configurable Indicates that the operation of a Card Service or a Function may be 
adjusted by means of parameters, e.g. to turn the Card Service or the 
Function on or off, to set the value of a data element to be used in the 
Card Service or the Function 

Configuration The act and result of setting the parameters for configurable Card 
Services and configurable Functions within a POI Application 

Application Profile An Application Profile determines the processing parameters with 
which the POI Application performs a transaction for a Card Service. 
The POI Application chooses the Application Profile based primarily 
on the selected AID and on the Card Service to be performed. 
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4 FUNCTIONAL SCOPE AND REQUIREMENTS 

4.1 Introduction 

This chapter will provide functional requirements applicable to different transactions initiated by a 
card.  These transactions result in the provision to the cardholder of the services specified in this 
document. 

These, so called “Card Services”, 

⇒ involve, in general, a cardholder (“Payer”) and the issuer of a card (“Payment Service 
Provider” - “PSP” - of a cardholder), a merchant or card acceptor (“Payee”) and its acquirer 
(“Payment Service Provider” of the merchant/card acceptor); 

⇒ refer to services where the payer and the payee interact using a particular acceptance 
technology within a particular acceptance environment supporting Cardholder Verification 
Methods and Card Authentication Methods (including none); 

⇒ are processed through a succession of Functions executed in the card, in the Point Of 
Interaction (or POI: terminals, POS, distributed acceptance solutions, remote acceptance 
solutions, ...), Terminal to Acquirer Domain, and the Acquirer to Issuer domain. 

Card Services, Acceptance Technologies, Card Authentication Methods, Cardholder Verification 
Methods and Functions are listed in section 4.2.1. 

Notes:  

1. Payment Service Providers are institutions and entities as defined by the Payment Services 
Directive, including payment institutions. 

2. Different stakeholders, e.g. a Payment Service Provider and a processor, could provide 
what are deemed to be acquiring services. Intermediaries2 are considered as out of scope of 
this. 

3. Chapter 3 covers functional roles. Functions can be merged and/or combined, e.g. an 
acquiring function systematically merged with an issuing function would be called a "3 
party" model. 

                                                 
2 The cards value chain includes a lot of stakeholders between the cardholder and the issuer, mainly the 
merchant and the acquirer. A cards intermediary is a third party offering intermediation services between 
those stakeholders or acting on their behalf. 
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FIGURE 2  STANDARDISATION LEVELS 
 

1: Those Card Services in scope of this Volume as defined in the following sections.  This should not be interpreted as 
any intent to standardise all of the services provided by any card service provider, which would not be in the interest 
of the EPC. 

2: POI is the Point Of Interaction, in some cases called “Terminals” used to accept the card at merchants or card 
acceptors. 
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4.2 Functional scope 

4.2.1 Functional scope tables 

The following list defines the detailed scope of the SEPA Cards Standards by listing:  

⇒ Card Services  

⇒ Acceptance Technologies and Acceptance Environments  

⇒ Cardholder Verification Methods and Card Authentication Methods  

⇒ Functions  

Definitions of the different Cards Services, Acceptance Technologies, Acceptance Environments, 
Cardholder Verification Methods, Card Authentication Methods and Functions are detailed in the 
following tables. Some of them will be published later. 

Covering the whole scope of the SCF Standardisation Program will need several and successive 
Versions of the Volume.  Therefore the last column provides the foreseen Version Number of the 
SCF Volume Version for each particular item. 

The following tables are not exhaustive and cover the main Card Services, Environments, Methods 
and Functions. 

 CARD SERVICES  SCF Volume Scope  
(Yes/No)  

SCF Standardisation 
Volume  

Version Number 

PAYMENT SERVICES    

Payment Y Version 3.2.1 

Refund (partial or total) Y Version 3.2.1 

Cancellation Y Version 3.2.1 

Pre-Authorisation Services 

• Pre-Authorisation 

• Update Pre-Authorisation 

• Payment Completion 

Y Version 3.2.1 

Deferred Payment Y Version 3.2.1 

No-Show  Y Future version 

Instalment Payment Y Future version 

Recurring Payment Y Future version 

Quasi-Cash Payment Y Future version 
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CASH SERVICES   

ATM Cash Withdrawal Y Future version 

Cash Advance (attended) N N/A 

Cash Deposit N N/A 

CARD INQUIRY SERVICES    

Card Validity Check Y Future version 

Balance Inquiry N N/A 

CARD ELECTRONIC TRANSFER   

Card Funds Transfer Y Future version 

Original Credit Y Future version 

Pre-Paid Card – Loading/Unloading Y Future version 

e-Purse - Loading/Unloading N N/A 

ADDITIONAL FEATURES     

Payment with Increased Amount Y Version 4.0 

Payment with Cashback Y Future version 

Payment or Cash Withdrawal with Dynamic Currency 
Conversion Y Future version 

Payment with Purchasing or Corporate Card Data  Y Future version 

Payment with Aggregated Amount N N/A 

Payment with Deferred Clearing N N/A 

Payment with Loyalty Information N N/A 

Unsolicited Available Funds N N/A 

CARD MANAGEMENT SERVICES   

PIN Change / Unlock N N/A 

Card Activation N N/A 

Return Card to Cardholder Request N N/A 

Card Pick Up Advice  N N/A 

Return Card Advice N N/A 
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ACCEPTANCE TECHNOLOGIES SCF Volume Scope  
(Yes/No)  

SCF Standardisation 
Volume  

Version Number 

Chip with Contact EMV Y Version 3.2.1 

Magnetic Stripe Y Version 3.2.1 

Manual Entry Y Version 4.0 

Chip Contactless EMV Based Y Future version 

Contactless with Mobile  Y Future version 

Chip Contactless non EMV N N/A 

Imprint N N/A 

ACCEPTANCE ENVIRONMENTS SCF Volume Scope  
(Yes/No)  

SCF Standardisation 
Volume  

Version Number 

Attended  Y Version 3.2.1 

Unattended  Y Version 3.2.1 

Semi-Attended Y Version 3.2.1 

Remote Payment – MOTO Y Version 4.0 

Remote Payment - Secured Electronic Commerce Y Version 4.0 

Remote Payment - Mobile Y Future version 

Remote Payment - Basic Electronic Commerce Y Version 4.0 

CARDHOLDER VERIFICATION METHODS  SCF Volume Scope  
(Yes/No)  

SCF Standardisation 
Volume  

Version Number 

Off-line PIN – Clear text Y Version 3.2.1 

Off-line PIN – Encrypted  Y Version 3.2.1 

On-line PIN Y Version 3.2.1 

Signature Y Version 3.2.1 

No CVM Y Version 3.2.1 

Remote Cardholder Verification Y Version 4.0 

Biometric N N/A 

CARD AUTHENTICATION METHODS SCF Volume Scope  
(Yes/No)  

SCF Standardisation 
Volume  

Version Number 

EMV Offline SDA Y Version 3.2.1 

EMV Offline DDA Y Version 3.2.1 

EMV Offline CDA Y Version 3.2.1 

EMV Online Authentication Y Version 3.2.1 

Remote Authentication Y Future version 

Card Security Code  Y Version 4.0 
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FUNCTIONS  SCF Volume Scope  
(Yes/No)  

SCF Standardisation 
Volume  

Version Number 

Application Selection Y Version 3.2.1 

Authorisation (partial & total) Y Version 3.2.1 

Card Authentication Y Version 3.2.1 

Card Data Retrieval Y Version 3.2.1 

Cardholder Verification Y Version 3.2.1 

Completion Y Version 3.2.1 

Configuration Y Version 3.2.1 

Data Capture Y Version 3.2.1 

Financial Presentment Y Version 3.2.1 

Language Selection (for Cardholder) Y Version 3.2.1 

Reconciliation Y Version 3.2.1 

Referral Y Version 3.2.1 

Reversal (partial & total) Y Version 3.2.1 

Technology Selection Y Version 3.2.1 

Chargeback Y Future Version 
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4.2.2  Generic Functional Architecture 

The figure below represents the Functional architecture showing the Functions and the entities 
involved in each Function. 

Notes: 

- The coloured cells indicate that the entity is impacted in most cases 

- The ‘hatched’ cells indicate that the entity may or may not be impacted 

Cardholder Card POI Acquirer Issuer 

  Configuration  

 Technology Selection   

 Application Selection   

. Language Selection   

 Card Data Retrieval   

 Card Authentication   

 Cardholder Verification   

 Authorisation   

  Referral 

   Reversal 

  Completion   

  Data Capture  

  Reconciliation  

   Financial Presentment 
 
FIGURE 3  GENERIC FUNCTIONAL ARCHITECTURE FOR CARDHOLDER PRESENT TRANSACTIONS 
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Cardholder Card POI Acquirer Issuer 

     

  Configuration  

 Technology  Selection   

 Application Selection   

. Language Selection   

 Card Data Retrieval   

 Card Authentication   

 Cardholder Verification   

  Authorisation   

  Referral 

   Reversal 

  Completion   

  Data Capture  

  Reconciliation  

   Financial Presentment 
 
FIGURE 4: GENERIC FUNCTIONAL ARCHITECTURE FOR REMOTE TRANSACTIONS 
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4.2.3 Detailed scope by Card Service 

The table below shows for each Card Service which technology can be accepted and in which 
environments. 

<<x>>:  to be described in this version of the Volume 

<<f>>:  to be described in a future version of the Volume 

<<“  “>>:  configuration not possible
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Payment X X X f f X X X X X f X 

Refund X X X f f X  X X X  X 

Cancellation X X X f f X  X X X  X 

Pre-Authorisation Services X X f f f X X X f f f f 

Deferred Payment X X  f f  X X     

Payment with Increased Amount X X f f f X       

     
 

       
No-Show   f   f       

Instalment Payment f f f   f   f f f f 

Recurring Payment f f f   f   f f f f 

Quasi-Cash Payment f f f   f f f     

Payment with Cashback f f f   f  f     

ATM Cash Withdrawal f f     f      

Card Validity Check f f f   f f f f   f 

Card Funds Transfer f f f   f f f f f f f 

Original Credit f f f   f f f f   f 

Pre-Paid Card - Loading/Unloading f f f   f f f f f f f 

Payment-Withdrawal with Dynamic Currency 
Conversion f f f   f f f f f f f 

Payment with Purchasing or Corporate Card  f f f   f f f f f f f 
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4.3 Card Service Functional Description 

This Chapter describes: 

in Chapter 4.3.1 the different Card Services, 

in Chapter 4.3.2 the Functions used to support those Card Services. 

4.3.1 Card Services 

4.3.1.1  Card Services for Cardholder Present Transactions 

The following sections show which Functions are used for the different Card Services in the case 
of chip-based transactions. 

If the Acceptance Technology is not Chip:  

 Card based Language Selection is not available for Language Selection. 

 Application Selection is not performed. 

 Card Authentication is not performed.  

 Offline PIN is not available for Cardholder Verification. 

 Offline Authorisation is not available for Authorisation.  

 Offline magnetic stripe transactions may be performed although not authorised online or by 
chip. 
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4.3.1.1.1 Initial Functions for Cardholder Present Transactions 

The initial Functions that are performed for all Card Services are shown in the following figure. 

Note: 

• The support of Manual Language Selection is optional. If Manual Language Selection is 
not supported, Language Selection is only performed for chip based transactions.  

• Application Selection is only performed for chip based transactions. 

• Technology Selection and Card Data Retrieval are only performed if a Card is present. 

 

FIGURE 5 INITIAL FUNCTIONS FOR CARDHOLDER PRESENT TRANSACTIONS 
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4.3.1.1.2 Payment Service and Deferred Payment Service 

Following the initial Functions shown in section  4.3.1.1.1, for Payment the Functions shown in the 
following figure are performed. 

 
FIGURE 6 PAYMENT SERVICE AND DEFERRED PAYMENT SERVICE 
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4.3.1.1.3 Refund Service 

Following the initial Functions shown in section  4.3.1.1.1, for Refund the Functions shown in the 
following figure are performed. 

 
FIGURE 7 REFUND SERVICE 
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4.3.1.1.4 Cancellation Service 

Following the initial Functions shown in section  4.3.1.1.1, for Cancellation the Functions shown in 
the following figure are performed. 

Cancellation Service
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Completion

A) Through
Authorisation

Message

B) Through Advice
Message C) Batch Capture

If Data Capture is prformed for Cancellation, it may be performed in one of the following ways:

B) Reversal online

If the original transaction was authorised online or has already been captured Reversal of the original transaction shall be
performed online. Otherwise, Reversal of the original transaction may be performed in one of the following ways:

A) Reversal offline

 
FIGURE 8 CANCELLATION SERVICE 

Note, that the Reversal Function is used to indicate to the Acquirer/Issuer the need to cancel a 
previously performed transaction. 
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4.3.1.1.5 Pre-Authorisation Services 

Pre-Authorisation Services consist of the Pre-Authorisation Service, the Payment Completion Service and 
optionally the Update Pre-Authorisation Service. 

Though processing of the Pre-Authorisation Service and the Update Pre-Authorisation Service is similar, 
the Pre-Authorisation Service may be supported without supporting the Update Pre-Authorisation Service. 
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4.3.1.1.5.1 Pre-Authorisation Service and Update Pre-Authorisation Service 

Following the initial Functions shown in section   4.3.1.1.1, for Pre-Authorisation and Update Pre-
Authorisation the Functions shown in the following figure are performed. 

Pre-Authorisation Service and Update Pre-Authorsation Service
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A) Offline Card
Authentication

B) Online Card
Authentication
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Completion

B) Reversal online

Referral may only be performed if requested by the Authorisation result

Reversal shall be performed online if Authorisation is performed online and either no correct response is received or the
transaction is declined/aborted after an online approval

 
FIGURE 9 PRE-AUTHORISATION SERVICE AND UPDATE PRE-AUTHORISATION SERVICE 
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4.3.1.1.5.2 Payment Completion Service 

Following the initial Functions shown in section   4.3.1.1.1, for Payment Completion the Functions 
shown in the following figure are performed. 
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Data Capture may be performed in one of the following ways:

 
FIGURE 10 PAYMENT COMPLETION SERVICE 

4.3.1.1.6 Final Functions 

Financial Presentment is not performed for Single Message Systems. For Dual Message Systems, 
Financial Presentment is not performed for Cancellation and (Update) Pre-Authorisation.  
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FIGURE 11 FINAL FUNCTIONS 
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4.3.1.2 Card Services for Remote Transactions 

The following sections show which Functions are used for the different Card Services in the case 
of Remote transactions (E-commerce, Mail Order, Telephone Order). 

4.3.1.2.1 Initial Functions for Remote Transactions 

The initial Functions that are performed for all Card Services are shown in the following figure. 

Note: 

The application selection does not cover the selection process as defined in EMV, but instead the 
selection of a mark / card product by the cardholder.  

 
FIGURE 12 INITIAL FUNCTIONS FOR REMOTE TRANSACTIONS 
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4.3.1.2.2 Payment Service 

Following the initial Functions shown in section  4.3.1.2.1, for Payment the Functions shown in the 
following figure are performed. 

 
FIGURE 13 PAYMENT SERVICE 
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4.3.1.2.3 Refund Service 

Following the initial Functions shown in section   4.3.1.2.1, for Refund the Functions are the same 
as for cardholder present transactions in Figure 7. 

4.3.1.2.4 Cancellation Service 

After the initial Functions shown in section   4.3.1.2.1, for Cancellation the Functions are the same 
as for cardholder present transactions in Figure 8. 

4.3.1.2.5 Final Functions 

The final functions are the same as for cardholder present transactions described in section 
4.3.1.1.6. 
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4.3.2 Description of the Functions 

4.3.2.1 Language Selection 

4.3.2.1.1 Language Selection for Cardholder Present and Remote transactions 

 
FIGURE 14 LANGUAGE SELECTION FOR CARDHOLDER PRESENT AND REMOTE TRANSACTIONS 
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4.3.2.1.2 Additional Option for Language selection for Cardholder Present transactions 

 
FIGURE 15 ADDITIONAL OPTION FOR LANGUAGE SELECTION FOR CARDHOLDER PRESENT TRANSACTIONS 

4.3.2.2 Technology Selection 

4.3.2.2.1 Technology Selection for Cardholder Present Transactions 

 
FIGURE 16 TECHNOLOGY SELECTION FOR CARDHOLDER PRESENT TRANSACTIONS 
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4.3.2.3 Application Selection 

4.3.2.3.1 Application Selection for Cardholder Present and Remote Transactions 

 
FIGURE 17 APPLICATION SELECTION FOR CARDHOLDER PRESENT AND REMOTE TRANSACTIONS - MANUAL 

 
FIGURE 18 APPLICATION SELECTION FOR CARDHOLDER PRESENT AND REMOTE TRANSACTIONS - AUTOMATIC 
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4.3.2.3.2 Additional Options for Application selection for Remote Transactions 

 
FIGURE 19 ADDITIONAL OPTIONS FOR APPLICATION SELECTION FOR REMOTE TRANSACTIONS – E-COMMERCE 
AND MAIL ORDER 

 
FIGURE 20 ADDITIONAL OPTIONS FOR APPLICATION SELECTION FOR REMOTE TRANSACTIONS – TELEPHONE 
ORDER 
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4.3.2.4 Card Data Retrieval 

4.3.2.4.1 Card Data Retrieval for Cardholder Present and Remote Transactions 

 
FIGURE 21 CARD DATA RETRIEVAL FOR CARDHOLDER PRESENT AND REMOTE TRANSACTIONS 

4.3.2.4.2 Additional options for Card Data Retrieval for Remote Transactions 

 
FIGURE 22 ADDITIONAL OPTIONS FOR CARD DATA RETRIEVAL FOR REMOTE TRANSACTIONS - MANUAL ENTRY 
FROM PHYSICAL CARD FOR E-COMMERCE AND MAIL ORDER 
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FIGURE 23 ADDITIONAL OPTIONS FOR CARD DATA RETRIEVAL FOR REMOTE TRANSACTIONS - MANUAL ENTRY 
FROM PHYSICAL CARD TELEPHONE ORDER 

 
FIGURE 24 ADDITIONAL OPTIONS FOR CARD DATA RETRIEVAL FOR REMOTE TRANSACTIONS - MANUAL ENTRY 
FROM VIRTUAL CARD FOR E-COMMERCE AND MAIL ORDER 
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FIGURE 25 ADDITIONAL OPTIONS FOR CARD DATA RETRIEVAL FOR REMOTE TRANSACTIONS - MANUAL ENTRY 
FROM VIRTUAL CARD TELEPHONE ORDER 
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4.3.2.5 Card Authentication 

4.3.2.5.1 Card Authentication for Cardholder Present and Remote Transactions 

 
FIGURE 26 CARD AUTHENTICATION FOR CARDHOLDER PRESENT AND REMOTE TRANSACTIONS 
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4.3.2.5.2 Additional option for Card Authentication for Cardholder Present Transactions 

 
FIGURE 27 ADDITIONAL OPTION FOR CARD AUTHENTICATION FOR CARDHOLDER PRESENT TRANSACTIONS 

4.3.2.5.3 Additional option for Card Authentication for Remote Transactions 

 
FIGURE 28 ADDITIONAL OPTION FOR CARD AUTHENTICATION FOR REMOTE TRANSACTIONS 
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4.3.2.6  Cardholder Verification 

4.3.2.6.1 Cardholder Verification for Cardholder Present Transactions 

 
FIGURE 29 CARDHOLDER VERIFICATION FOR CARDHOLDER PRESENT TRANSACTIONS – OFFLINE PIN 

Note: 

The Offline PIN may be sent in plaintext or enciphered to the card.  



  Version 4.0 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0 54 

 
FIGURE 30 CARDHOLDER VERIFICATION FOR CARDHOLDER PRESENT TRANSACTIONS – ONLINE PIN 

 
FIGURE 31 CARDHOLDER VERIFICATION FOR CARDHOLDER PRESENT TRANSACTIONS –SIGNATURE 
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FIGURE 32 CARDHOLDER VERIFICATION FOR CARDHOLDER PRESENT TRANSACTIONS – NO CVM 

4.3.2.7 Authorisation 

4.3.2.7.1 Authorisation for Cardholder Present and Remote Transactions 

 
FIGURE 33 AUTHORISATION FOR CARDHOLDER PRESENT AND REMOTE TRANSACTIONS 
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4.3.2.7.2 Additional option for Authorisation for Cardholder Present Transactions 

 
FIGURE 34 ADDITIONAL OPTION FOR AUTHORISATION FOR CARDHOLDER PRESENT TRANSACTIONS 

4.3.2.8 Referral 

 
FIGURE 35 REFERRAL 
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4.3.2.9 Reversal 

 
FIGURE 36 REVERSAL- OFFLINE REVERSAL 

 
FIGURE 37 REVERSAL- ONLINE REVERSAL 
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4.3.2.10 Completion 

 
FIGURE 38 COMPLETION 
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4.3.2.11 Data capture 

 
FIGURE 39 DATA CAPTURE – THROUGH AUTHORISATION MESSAGE 

 
FIGURE 40 DATA CAPTURE – THROUGH ADVICE MESSAGE 
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FIGURE 41 DATA CAPTURE – THROUGH FILE TRANSFER 

4.3.2.12 Reconciliation 

 
FIGURE 42  RECONCILIATION - TERMINAL TO ACQUIRER 
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FIGURE 43  RECONCILIATION – ACQUIRER TO ISSUER 

4.3.2.13 Financial Presentment 

 
FIGURE 44  FINANCIAL PRESENTMENT 
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4.4 Functional Requirements 

This section expresses core functional requirements for SEPA compliance for cards, POI Applications and 
protocols.  The functional requirements for POI Applications are only applicable, if the respective 
application implementation supports the Card Service and/or Function addressed by the requirement. 

4.4.1 Card Functional Requirements for Cardholder Present Transactions 

Req C1: Cards shall be EMV compliant. The Card-to-Terminal communication shall be compliant 
with [EMV B1]. The functionality (commands and data structure) implemented by Card 
Applications shall comply with the relevant requirements in [EMV]. 

Req C2: Card Applications shall include the Language Preference data element.  It is recommended 
that this data element also includes English. 

Req C3: Cards shall support Application Selection through PSE3. 

Req C4: Card Applications shall support PIN as CVM.  Other CVMs as defined by [EMV] may also 
be supported. 

 Card Applications shall support Offline PIN and Online PIN. 

 Today Card Applications that support Offline PIN may support either Offline PIN – Clear 
text or Offline PIN – Encrypted. 

Req C5: Card Applications shall support Online Authentication. 

 Card Applications that support offline transactions shall support Offline Card 
Authentication. 

 Today Card Applications that support Offline Card Authentication shall support DDA, 
SDA or both and may support CDA. 

                                                 
3 EMVCo optional “Payment System Environment” 
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4.4.2 Card Functional Requirements for Remote Transactions' 

The following requirements apply to cards that are intended for the use in remote transactions. 

Req C6: Cards shall be a physical card or virtual card. 

Req C7: For physical cards that are intended for the use in remote transactions based on Manual 
Entry of card data, the PAN and the Expiration date shall be written on the front or on the 
back of the card. 

Req C8: For virtual cards, the PAN and the Expiration date shall be given to the cardholder on a 
secure way (home banking screen, …). 

Req C9: A card issuer may decide that the use of a physical card should be protected by a remote 
cardholder verification launched by 3D-Secure system.. 

Req C10: The delivery of a virtual card shall be protected by a cardholder verification. Depending 
issuer choice, the usage of a virtual card could be limited (numbers of payment, maximum 
amount, special merchant, special timeslot, …). 

Req C11: All cards - physical as well as virtual - shall include a Card Security Code. 

 For physical cards, the Card Security Code may be a static value written on the back or on 
the front of the card. The issuer can also deliver to the cardholder a dynamic value of this 
data on a secure way. This delivery shall be protected by a cardholder verification. The 
Card Security Code can also be generated by the chip of the card. 

 For virtual cards, the Card Security Code shall be given in the same time with the PAN, and 
the Expiration date on the same secure way (see Req C8). 
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4.4.3 POI Functional Requirements for Cardholder Present Transactions 

4.4.3.1 General 

Req T1: Any POI Application shall be built on an EMV kernel compliant with [EMV]. 

Req T2: The POI Application shall support Application Selection through PSE (“Payment System 
Environment”). 

Req T3:  It shall be possible to configure the Card Services, the Application Profiles and the 
Functions, when applicable.  In particular it shall be possible to configure the POI 
Application to include or omit specific Card Services and Functions. 

Req T4:  One of the supported Card Services shall be configured as the default Card Service. 

Req T5: The POI Application shall support at least a local language and English for the cardholder 
display.  English only is allowed if English is the local language. 

 A list of cardholder messages for all European languages is maintained by and available 
from the EPC. 

Req T6: The POI Application shall support updating of text tables for cardholder display languages. 

Req T7: It shall be possible to configure the default language for the cardholder display and there 
shall always be one language set to be the default language. 

Req T8: Refund and Cancellation Services shall not be supported on unattended POIs. 

Req T9: Attended POIs shall be protected from unauthorised use of the Refund and the Cancellation 
Services. 
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Req T10: For the unattended POI, independent of the level of integration between the sales system 
and the payment POI, there is a need for communication between the two logical units 
formed by the sales system and the payment POI. At least the following communications 
shall be supported by the unattended payment POI:  

• Communication to request a transaction, including the transaction amount and 
Transaction Type if applicable, from the sales system to the payment POI. 

• Communication of the authorisation result, including authorised transaction amount if 
applicable, from payment POI to sales system. 

• Communication of the result of delivery of goods or services, including the final 
amount, from the sales system to the payment POI. 

In addition the following communication should be supported by the unattended payment 
POI:  

• Communication of card presence from payment POI to sales system. 

Req T11: The POI Application shall allow to process transactions with different acquirers (potentially 
on a transaction by transaction basis).  

4.4.3.2 Transaction Initialisation 

Req T12: A Card Service is always configured as the default Card Service, e.g. the Payment Service 
(see Req. T4). For attended POIs, if the default Card Service is not the required Card 
Service, the attendant shall be able to select the required Card Service from the list of Card 
Services that are activated.  Otherwise, the default Card service is the selected Card Service. 

Req T13: For transaction initialisation the cardholder display shall always display a message, called 
Welcome Message, to the cardholder, the contents of which will depend on the selected 
Card Service. 

Req T14: The Welcome Message shall be shown only in the currently selected language if the default 
language was manually overridden.  Otherwise the Welcome Message shall be shown in the 
default language and English (or in the default language only if it is English).  If the display 
is not capable of showing the Welcome Message in two different languages at the same 
time, it shall alternate between the two. 

Req T15: The transaction on attended POIs shall be initiated either by attendant action or by card 
insertion. 

Req T16: The transaction on the unattended POI shall be initiated by card insertion or by external 
activation. 
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Req T17: For unattended POIs capable of, and configured for, printing a transaction receipt, if the 
POI knows in advance that it cannot print a transaction receipt, it shall inform the 
cardholder that no receipt can be printed and offer the choice to continue or abort the 
transaction. 

4.4.3.3 Payment and Deferred Payment Services 

In the following requirements, when the word "Payment" is used, "Payment" or "Deferred 
Payment" is meant if not stated otherwise. 

4.4.3.3.1 Technology Selection 

Req T18: For Payment, chip processing shall be supported and shall be attempted first.   

Req T19: It shall be possible to configure whether the POI Application supports magnetic stripe 
processing for Payment. 

Req T20: The POI shall display a message to use the chip, if all of the following are true: A card is 
swiped and the service code within Track 2 indicates that chip processing is supported by 
the card and there has not been an attempt to read the chip during the current transaction. 

Req T21: If a card is inserted in the chip reader of a POI with separate readers or in a hybrid reader, 
the POI Application shall recognise this and shall initiate reset processing according to 
[EMV]. 

Req T22: If a card is inserted in the chip reader of a POI with separate readers or in the hybrid reader, 
and if the reset processing is unsuccessful, and if the POI Application allows for additional 
re-reading of the chip, a message shall be displayed to retry the chip. 

Req T23: If a card is inserted in the chip reader of a POI with separate readers or in the hybrid reader, 
and if the chip technology does not work and if the magnetic stripe acceptance technology 
is supported for Payment, and if fallback to magnetic stripe is allowed, the POI Application 
shall allow to initiate magnetic stripe processing 

Req T24: Fallback transactions shall be sent online for authorisation and should be identified as a 
fallback transaction to the issuer. 
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4.4.3.3.2 Application Selection  

Req T25: Application selection must follow EMV rules.4 

4.4.3.3.3 Language Selection for attended POI 

Req T26: If the card's Language Preference is present in the card, the selection of the language in 
which the messages for the Cardholder are displayed, shall be performed according to 
[EMV] and the POI Application shall use from that moment on the cardholder display the 
language with the highest preference that it supports. 

Req T27: If the card's Language Preference is not present in the card, or if the POI Application does 
not support any of the languages in the card's Language Preference, the POI Application 
shall continue to use the currently selected language. 

Req T28: If the POI Application offers the option to the attendant or the cardholder to override the 
default language and to select one of the languages supported by the POI for the cardholder 
display, then this shall only be possible prior to the start of the transaction.  In this case, the 
chosen language shall become the only language supported (and therefore become the 
currently selected language) by the POI for the duration of this transaction.  Otherwise the 
default language shall be the currently selected language. 

Req T29: For attended POI, the messages for the attendant shall be displayed in the local language. 

4.4.3.3.4 Language Selection for unattended POI 

Req T30: If the language is selected on the sales system before the start of the financial transaction, 
the unattended POI shall receive this language and use it for the whole transaction.   

Req T31: If the transaction is initiated by inserting the card, and a preferred language is found in the 
card, then the unattended POI shall provide the language to the sales system.  Even in this 
case, if the language is selected on the sales system, the POI shall receive the selected 
language and use it for the whole transaction. 

Req T32: If the unattended POI device does not receive a language from the sales system, or if the 
language that the unattended POI receives is not supported by the POI, then the POI shall 
perform card language preference management as described in T26 and T27 with default 
language as currently selected language. 

                                                 
4 Application selection should also follow the rules and guidance provided in the SCF 
(http://www.europeanpaymentscouncil.eu/knowledge_bank_detail.cfm?documents_id=18) and the related Q&A 
(http://www.europeanpaymentscouncil.eu/knowledge_bank_detail.cfm?documents_id=132 . 
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4.4.3.3.5 Card Authentication 

Req T33: With the exception of online-only POIs, the POI Application shall support all off line card 
authentication methods as defined in [EMV]. 

4.4.3.3.6 Cardholder Verification 

Req T34: For POIs having a PIN Pad, the POI Application shall be able to support PIN as CVM.  
Other CVMs as defined by [EMV], including "No CVM required", may also be supported, 
except that for unattended POIs, Signature CVM and Combined CVM containing Signature 
shall not be supported. 

 For offline-only POIs the POI Application shall support Off-line PIN. 

 For offline with online capability POIs the POI Application shall support Off-line PIN and 
may support, in addition, On-line PIN. 

 For online-only POIs the POI Application shall support Off-line PIN, or On-line PIN or 
both. 

 Today POIs that support Offline PIN shall support both, Offline PIN – Clear text and 
Offline PIN – Encrypted.  

Req T35: It shall be possible to configure the supported CVMs per Application Profile. 

Req T36: The POI Application shall not support PIN Bypass. 

4.4.3.3.7 Amount Processing 

Req T37: For attended POIs that support Payment with increased amount, it shall be possible to 
configure the POI to support the addition of a gratuity to be entered and confirmed by the 
cardholder. 

Req T38: For payment, the cardholder shall be able to confirm the transaction amount.  If PIN is 
required, the confirmation of the amount shall happen together with PIN entering. 

Req T39: It shall be possible to configure per Application Profile whether the transaction amount 
shall be checked against a minimum allowed amount and/or a maximum allowed amount.   

Req T40: For unattended POIs, if the transaction amount is defined before the delivery of the goods 
or service, the amount used to process the transaction shall be the actual amount. 
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Req T41: For Deferred Payment, the unattended POI shall use as transaction amount for authorisation 
either a predefined amount available in the POI Application, or an amount available and 
provided by the sales system (e.g. a selected amount).  The predefined amount shall may be 
configurable per Application Profile. 

4.4.3.3.8 Authorisation 

Req T42: For chip-based transactions, if it is not possible to perform an authorisation exchange, the 
EMV Unable-to-go-online processing shall be performed with the following extension.  If 
the POI requests an approval, and the card approves the transaction, and the amount 
exceeds the POI floor limit, the POI Application shall be configured to either approve the 
transaction (or for attended POIs perform a voice authorisation according to scheme rules) 
or decline.  Approval, Voice Authorisation or decline shall be configurable per Application 
Profile. 

Req T43: If the Authorisation Response Code indicates that the online-PIN entered did not verify 
correctly ("Wrong PIN"), the transaction shall be declined and there shall be no online PIN 
re-entry allowed within this transaction. 

Req T44: For Deferred Payment, the authorisation response may return a lower authorised amount.  
In any case the unattended POI shall always return the actual authorised amount to the sales 
system. 

4.4.3.3.9 Referral Process 

Req T45: If the attended POI supports referrals, then it shall support it for EMV and magnetic stripe 
processing. 

Req T46: Unattended POIs shall not support referrals.  If the POI receives a request for referral it 
shall decline the transaction. 

Req T47: For attended POIs that support referrals, if a request for referral is received, in case of a 
chip based transaction, chip processing shall be terminated by requesting a decline from the 
card and (in all cases) a message shall be displayed requesting the removal of the card.  The 
phone number to be called shall be displayed to the merchant for a voice authorisation.  It 
shall then request an approval code to be manually entered.  If no approval code is entered, 
the transaction remains declined.  If an approval code is entered, the transaction shall be 
approved. 

Req T48: Entering an approval code shall be protected against unauthorised use. 
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4.4.3.3.10 Transaction Completion and Capture 

Req T49: The attended POI shall print a transaction receipt for the cardholder if configured for the 
Application Profile.  The transaction receipt may be combined with the sales receipt. 

 The minimum content of the transaction receipt will be published later. 

Req T50: If the transaction (approved, declined or aborted) is not immediately online-captured, it 
shall be logged in the POI. 

Req T51: The POI Application shall be configurable per Application Profile to send a completion 
message, either never, or always, or only if requested in the online approval. 

Req T52: If the unattended POI is capable of, and configured for, printing receipts, it shall offer a 
receipt to the cardholder.  The transaction receipt may be combined with the sales receipt. 

Req T53: To prevent the cardholder from leaving the card in the unattended POI, card removal shall 
always be processed prior to goods or service delivery. 

Req T54: The unattended POI shall send a message to the sales system to indicate the transaction 
result.  The unattended POI shall receive the delivery result, including the final transaction 
amount if available, from the sales system. 

Req T55: For Deferred Payment, the unattended POI shall receive the delivery result from the sales 
system, including the final amount which must be lower than, or equal to, the authorised 
amount.  If the transaction was authorised online, a notification of the final amount shall be 
sent online.  The clearing data shall always include the final amount. 

Req T56: One of the following methods or combinations thereof, of transferring the payment 
transactions to an Acquirer shall be supported: 

• Online capture through the authorisation message. 

• Online capture through a completion message sent after each transaction. 

• Batch capture through file transfer or transaction by transaction. 

4.4.3.3.11 Reversal 

Req T57: A transaction declined or aborted after online approval, must be reversed. 

Req T58: For Payment, if the actual amount was authorised (not applicable to Deferred Payment) but 
no goods or service could be delivered, the unattended POI shall receive an indication of 
this from the sales system.  If the transaction was authorised online, the POI shall then 
perform a reversal to nullify the original authorisation. 
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Req T59: For Payment, if the actual amount was authorised (not applicable to Deferred Payment) but 
not all the goods or service could be delivered, the unattended POI shall receive an 
indication of this from the sales system, including the reduced amount.  If the transaction 
was authorised online, the POI shall then perform a partial reversal.  The captured data shall 
always include the final amount. 

4.4.3.3.12 Other Requirements 

Req T60: For attended POIs, if the POI is off line with online capability, it shall be possible to 
configure the POI Application to allow/not allow the attendant to force a transaction online. 

Req T61: Forcing a transaction to go online shall not be supported on unattended POIs. 

Req T62: For attended POIs, if the POI is off line with online capability or online-only, it shall be 
possible to configure the POI Application to allow/not allow the attendant to force a 
transaction to be approved. 

Req T63: Forcing a declined transaction to be accepted shall not be supported on unattended POIs. 

Req T64: Forcing a declined transaction to be accepted shall be protected against unauthorised use. 



  Version 4.0 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0 72 

4.4.4 POI Functional Requirements for Remote Transactions 

4.4.4.1 General 

Req T65: For Secured Electronic Commerce, any POI Application shall support 3D-Secure payment 
architecture.. 

Req T66:  It shall be possible to configure the Card Services, the Application Profiles and the 
Functions, when applicable. In particular it shall be possible to configure the POI 
Application to include or omit specific Card Services and Functions. 

Req T67: The POI Application shall support at least English for the dialog with the cardholder. 

 The list of cardholder messages for all European languages maintained by and available 
from the EPC (see Req. T5) can be used where applicable. 

Req T68: If supported, Refund and Cancellation Services shall be initiated by the attendant only. 
These services shall not be initiated by the cardholder. 

Req T69: Refund and Cancellation Services shall be protected from unauthorised use. 

Req T70: The POI Application shall allow to process transactions with different acquirers (potentially 
on a transaction by transaction basis).  

4.4.4.2 Transaction Initialisation 

Req T71: If more than one Card Service is activated, the cardholder shall be able to select the 
required Card Service from the list of Card Services that are activated. Otherwise, the only 
activated Card service is the selected Card Service. 

Req T72: The POI shall inform the cardholder upon the payment products accepted for the Card 
service selected. An application profile configuration shall be associated with each payment 
product. 
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4.4.4.3 Payment Service 

4.4.4.3.1 Application selection 

Req T73: The cardholder shall select one of the payment products shown by the POI that matches one 
of the payment product logos set on his payment card (physical or virtual card). 

4.4.4.3.2 Language selection 

Req T74: If any language is selected on the sales system before the start of the financial transaction, 
the POI shall receive this language and use it for the whole transaction 

Req T75: If the POI does not receive any language from the sales system, or if the language that the 
POI receives is not supported, the POI shall use its own language selection. If not, it shall 
perform the whole transaction in English language as a minimum 

4.4.4.3.3 Card data retrieval 

Req T76: The POI shall display a payment form to the cardholder (e-Commerce), or to the attendant 
(MOTO). This form shall allow to enter the PAN, the Expiration date, and the Card 
Security Code. The POI shall ask for confirmation of the information provided.  
The POI may support automatic reading of the card data from the chip if a reader is 
connected to the customer device.  

 Additional features provided by the issuer (such as wallet, …) may be used to fill the 
payment form automatically on e-Commerce. These features are out of the scope of the 
current specification. 

Req T77: When the payment form is displayed to the cardholder, or to the attendant, through an open 
network, especially like internet with the use of a browser, the POI must use a secure 
protocol such as SSL/TLS to secure the sending of the payment card information to the 
POI. 

4.4.4.3.4 Card Authentication 

Req T78: Card authentication is performed through the verification of the Card Security Code by the 
issuer. 
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4.4.4.3.5 Cardholder Verification 

Req T79: For Secured Electronic Commerce, the Issuer has to authenticate the cardholder as part of 
the 3D-Secure transaction. 

 When virtual Card data elements are used, the issuer shall perform cardholder verification 
before providing these data elements. 

Req T80: For MOTO, the cardholder may be verified only if Virtual Card Data elements system is 
used by the cardholder. 

4.4.4.3.6 Amount processing 

Req T81: The cardholder shall be able to confirm the transaction including the transaction amount.  

Req T82: It shall be possible to configure per Application Profile whether the transaction amount 
shall be checked against a minimum allowed amount and/or a maximum allowed amount. 

4.4.4.3.7 Authorisation 

Req T83: The POI must perform an authorisation exchange. If it is not possible, the transaction has to 
be declined by the POI. 

Req T84: For e-Commerce, the POI has to set in the authorisation message all accurate information 
describing where the 3D-Secure payment process finishes (Cardholder verified, card not 
enrolled, …). As a result, the issuing bank can take the right decision according the 3D-
Secure card status, and the 3D-Secure payment process executed on the POI. 

Req T85: If the POI receives a request for referral, and if it doesn’t support this feature, it shall 
decline the transaction. 

Req T86: The POI shall send the Card Security Code entered/read on the POI in the authorisation 
message. 

4.4.4.3.8 Referral Process 

Req T87: The merchant shall put the transaction in a pending list, waiting for a referral to be made. 
In this case, it shall inform the cardholder of the duration of this process. If the cardholder 
agrees, the payment session is closed, waiting for back office processing. Otherwise, the 
transaction is declined. 
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Req T88: The merchant shall communicate to the cardholder the final status for the transaction 
(approved, or declined) after the processing of the transaction. If the payment duration 
expires, without any decision, the merchant shall ask the cardholder if he always want to 
pursue the transaction. 

Req T89: The phone number to be called shall be displayed to the merchant for voice authorization. 
It shall then request an approval code to be manually entered. If no approval code is 
entered, the transaction remains declined. If an approval code is entered, the transaction 
shall be approved. 

Req T90: Entering an approval code shall be protected against unauthorised use. 

4.4.4.3.9 Transaction Completion and Capture 

Req T91: The POI shall display a transaction receipt to the cardholder after a successful authorisation 
process. The transaction receipt may be combined with the sales receipt. For Telephone 
Order transactions, at least a reference of the transaction shall be provided to the 
cardholder. 

 The minimum content of the transaction receipt will be published later. 

Req T92: The payment receipt shall be sent as confirmation to the cardholder in an email, a mail, or 
other ways according to the payment channel used. 

Req T93: The merchant shall send the payment receipt with the delivery, if any 

Req T94: In case of partial delivery the final amount shall be reduced and a new receipt shall be sent 
to the cardholder. 

Req T95: If the transaction (approved, declined or aborted) is not immediately online-captured, it 
shall be logged in the POI. 

Req T96: The POI Application shall be configurable per Application Profile to send a completion 
message, either never, or always, or only if requested in the online approval. 

Req T97: The POI shall receive the delivery result from the sales system, including the final amount 
which must be lower than, or equal to, the authorised amount (in case of goods not 
available). If the transaction was authorised online, a notification of the final amount shall 
be sent online. The clearing data shall always include the final amount. 



  Version 4.0 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0 76 

Req T98: One of the following methods or combinations thereof, of transferring the payment 
transactions to an Acquirer shall be supported: 

• Online capture through the authorisation message. 

• Online capture through a completion message sent after each transaction. 

• Batch capture through file transfer or transaction by transaction. 

4.4.4.3.10 Reversal 

Req T99: A transaction declined or aborted after online approval, must be reversed. 

Req T100: In case of no goods or service delivery the POI shall then perform a reversal to nullify the 
original authorisation and the cardholder shall be informed. 

Req T101: In case of partial delivery the POI shall perform a partial reversal. The captured data shall 
always include the final amount. 

4.4.4.3.11 Other Requirements 

Req T102: .Depending on the authorisation response code received, it shall be possible to configure 
the POI Application to allow/not allow the merchant to force a transaction to be approved. 

Req T103: Forcing a declined transaction to be accepted shall be protected against unauthorised use. 
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4.4.5 POI Functional Requirements for Cardholder Present and Remote Transactions 

4.4.5.1 Refund Service 

Req T104: The allowed maximum amount of the Refund Service shall be configurable. 

4.4.5.1.1 Technology Selection for Refund 

Req T105: It shall be possible to configure the acceptance technologies supported by the POI 
Application for Refund. 

4.4.5.1.2 Processing 

Req T106: In the case of chip based transaction, the Refund shall follow EMV processing until the 
Card Data Retrieval Function has obtained either the Track 2 equivalent data, or the PAN 
together with the expiry date.  The chip process shall be terminated by requesting a decline 
from the card.  The Transaction Amount given to the chip during the Refund should be zero 
to avoid unnecessary risk management. 

Req T107: Whether the Refund shall be performed online or not shall be configurable per Application 
Profile. 

Req T108: The transaction receipt shall clearly show that this is a refund and show the refund amount. 

4.4.5.2 Cancellation Service 

Req T109: It shall be configurable per Application Profile which of the Card Services are cancellable. 

Req T110: A Cancellation is always performed for the full amount of the original transaction. 

Req T111: It shall be possible to configure whether Cancellations shall be restricted to the last 
transaction processed at the POI or may be extended to any transaction not yet cleared to 
the Acquirer or by the Acquirer to the issuer. 

Req T112: Every Cancellation transaction shall include a (set of) data element(s) uniquely referencing 
the original transaction. 
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4.4.5.2.1 Technology Selection for Cancellation 

Req T113: It shall be possible to configure the acceptance technologies supported by the POI 
Application for Cancellation. 

4.4.5.2.2 Processing 

Req T114: In the case of chip based transaction, the Cancellation shall follow EMV processing until 
the Card Data Retrieval Function has obtained either the Track 2 equivalent data, or the 
PAN together with the expiry date.  The chip process shall be terminated by requesting a 
decline from the card.  The Transaction Amount given to the chip during the Cancellation 
should be zero to avoid unnecessary risk management. 

Req T115: If the original transaction cannot be recognised by the POI or has been already captured to 
the Acquirer, the cancellation transaction shall either be declined or be performed online 
according to the configuration of the Cancellation Service. 

If the original transaction can be recognised by the POI and has not been captured to the 
Acquirer, Cancellation shall be performed offline or online according to the configuration 
of the Cancellation Service. This shall be configurable per Application Profile. 

Req T116: The transaction receipt shall show that this is a Cancellation and show the cancelled 
amount. 

4.4.5.3 Pre-Authorisation Services 

Support of the Pre-Authorisation Services requires support of Pre-Authorisation and Payment Completion 
but not Update Pre-Authorisation (optional) 

4.4.5.3.1 Pre-Authorisation 

Req T117: Pre-Authorisation shall follow the same process as the Payment Service for all available 
acceptance technologies, but using its own configuration. 

Req T118: For attended or remote POIs, the merchant shall set an estimated amount which is based on 
known or expected expenses. 

Req T119: The unattended POI shall receive the amount from the sales system, which could be an 
estimated amount, or be based on known or expected expenditure. 

Req T120: The cardholder display shall clearly indicate that the amount is an estimated amount. 
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Req T121: The Pre-Authorisation shall include the validity period that this Pre-Authorisation is to 
remain valid.  The POI Application can be configurable to allow this value to be entered by 
the attendant (attended POI or remote environment) or a system external to the POI (e.g. the 
sales system for unattended POIs) or to be a configurable default value. 

Req T122: The transaction receipt, if any, shall show that this is a Pre-Authorisation performed and 
show the estimated amount. 

Req T123: A Pre-Authorisation shall be online to the issuer in order to reserve the funds. 

Req T124: Pre-Authorisations approved by the issuer shall not be captured. 

Req T125: Approved Pre-Authorisations shall be stored for performing subsequent steps (i.e. Update 
Pre-Authorisation, Payment Completion), either in the POI or in a system external to the 
POI. 

Req T126: It shall be possible for attended POIs to cancel approved Pre-Authorisations with the 
Cancellation Service.  Approved Pre-Authorisations shall be cancelled online. 

Req T127: Cancelling approved Pre-Authorisations shall not be supported on unattended POIs. 

4.4.5.3.2 Update Pre-Authorisation 

Req T128: Update Pre-Authorisation shall follow the same process as the Payment Service for all 
available acceptance technologies, but using its own configuration. 

Req T129: Acceptance technology for Update Pre-Authorisation may be different from the Pre-
Authorisation (or previous Update Pre-Authorisation) acceptance technology. 

Req T130: An Update Pre-Authorisation shall include a (set of) data element(s) uniquely referencing 
the previous Pre-Authorisation (or Update Pre-Authorisation) to which it relates. 

Req T131: Update Pre-Authorisations shall only be allowed while the previous Pre-Authorisation (or 
Update Pre-Authorisation) is still valid. 

Req T132: An approved Update Pre-Authorisation shall cancel and replace the previous Pre-
Authorisation (or previous Update Pre-Authorisation). 

Req T133: An Update Pre-Authorisation shall be online to the issuer. 

Req T134: Update Pre-Authorisations approved by the issuer shall not be captured. 
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Req T135: Approved Update Pre-Authorisations shall be stored for performing subsequent steps (i.e. 
Update Pre-Authorisation, Payment Completion), either in the POI or in a system external 
to the POI. 

Req T136: An Update Pre-Authorisation shall include the new estimated amount and/or validity 
period. 

Req T137: The cardholder display shall clearly indicate that the amount is a new estimated amount 
replacing the previous one. 

Req T138: The transaction receipt, if any, shall clearly show that this is a new Pre-Authorisation 
performed and show the new estimated amount and indicate that it is replacing the previous 
one. 

Req T139: If the Update Pre-Authorisation is declined by the issuer, then the previous Pre-
Authorisation (or Update Pre-Authorisation) shall remain unchanged. 

Req T140: It shall be possible for attended POIs, to cancel approved Update Pre-Authorisations with 
the Cancellation Service. Approved Update Pre-Authorisations shall be cancelled online. 

Req T141: Cancelling approved Update Pre-Authorisations shall not be supported on unattended POIs. 

4.4.5.3.3 Payment Completion 

Req T142: A Payment Completion may be done only if the final amount is equal to or below the 
estimated amount of the previous Pre-Authorisation (or Update Pre-Authorisation), 
potentially including a configurable overspend percentage (according to scheme rules). 

Req T143: Payment Completion may be performed in all acceptance environments and in all 
acceptance technologies, using its own configuration. Acceptance Environment and 
acceptance technology for Payment Completion may be different from the previous Pre-
Authorisation (or Update Pre-Authorisation) acceptance environment and technology.. 

Req T144: A Payment Completion shall be linked to the previous Pre-Authorisation (or Update Pre-
Authorisation) to which it relates. 

Req T145: A Payment Completion shall only be allowed while the previous Pre-Authorisation (or 
Update Pre-Authorisation) is still valid. 

Req T146: The POI Application shall be configurable to either perform online capture by sending a 
completion message immediately after the Payment Completion, or perform batch capture 
through file transfer or transaction by transaction. 

Req T147: A Payment Completion shall include the final amount. 
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Req T148: The POI display shall clearly indicate that the amount is the final amount. 

Req T149: The transaction receipt, if any, shall show that this is a payment and show the final amount. 

Req T150: It shall be possible for attended POIs, to cancel a Payment Completion with the 
Cancellation Service. 

Req T151: Cancelling a Payment Completion shall not be supported on unattended POIs. 
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4.4.6 Protocol Functional Requirements 

The term protocol is used to mean the data exchange messages that are used to perform the 
different functions covered in this document (authorisations, financial presentments, reversals, …). 

Req P1: The protocols shall support all Card services described in this document. 

Req P2: For implemented services, the protocols shall support all Data Elements as defined in this 
document. 

Req P3: The protocols shall be independent of the communication channel. 

Req P4: The protocols shall support SEPA compliant schemes but should not exclude non SEPA 
compliant schemes.   

Req P5: The protocols shall support all acceptance technologies as defined in this document. 

Req P6: The protocol and the communication layers shall support the security requirements on 
integrity and confidentiality of the information conveyed as defined in this document. 

Req P7: The protocols shall support a unique message identification, so to be able to detect duplicate 
messages. 

Req P8: The protocols should permit to transport additional data other than the ones defined in this 
document. 

Req P9: The T2A protocol shall be designed to accommodate all types of POI architectures (e.g. 
standalone POIs to high-end distributed POI systems).  

Req P10: The T2A protocol shall support all the following capture modes for transactions:  

• Online capture through the authorisation message 

• Online capture through a separate completion message 

• Batch capture through file transfer, or transaction by transaction 
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Req P11: The A2I protocol shall support all the following financial presentment modes for 
transactions:  

• Online financial presentment through the authorisation message 

• Batch financial presentment through file transfer, or transaction by transaction 

Req P12: The T2A protocol shall support to send an online message which notifies the result of the 
successful online authorisation, either never, or always, or only if requested by an entity in 
the online approval. 

Req P13: The T2A protocol shall be designed to allow POIs to process transactions with different 
acquirers (potentially on a transaction by transaction basis). 

Req P14: The T2A protocol shall be designed to support the configuration or reconfiguration of the 
POI application. 

Req P15: The T2A protocol shall support independent configuration of several applications and 
independent configuration of several  acquirers for each application on the same POI. 
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4.5 Data Elements Requirements 

The purpose of this chapter is to define usage requirements for the Data Elements needed to 
support the above card services and functions.  Chapter 3.5.1 describes the purpose of these 
data elements to ensure a common understanding of the data used across the different 
domains (POI application, POI to acquirer exchanges, acquirer to issuer exchanges).  The 
corresponding usage requirements for the different services, functions and domains are 
provided in chapter 3.5.2. 
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4.5.1 Data Elements Description 

This chapter describes the purpose of data elements for which usage requirements are provided in 3.5.2.  Additional data elements may also be used when 
implementing the services. 

• Data element is defined in all versions ISO 8583 (ISO 8583-1987, ISO 8583-1993, ISO 8583-2003) with the same bit number: One ISO reference is 
mentioned in the table 

• Data element is defined in all versions ISO 8583 (ISO 8583-1987, ISO 8583-1993, ISO 8583-2003) with a different bit number: ISO reference is mentioned 
for each version in the table 

• Data element is not defined in all ISO 8583 versions: only ISO reference for versions containing the data element are mentioned in the table 

 

Data Element Name Purpose Remarks 

Acquiring institution identification code Code identifying the acquirer or delegated entity The value can be scheme dependent 

ISO 8583 DE (Data element) 32 

Action code / Response code Shows the transaction result ISO 8583 DE 39 

Additional Capabilities Terminal Indicates the data input and output capabilities of the POI EMV 4.2 tag 9F40 

Amount, authorised Authorised amount of the transaction 
(excluding adjustments) 

EMV 4.2 tag 9F02 

Amount, cardholder billing Amount billed to the cardholder in the currency of the cardholder 
account 

ISO 8583 DE 6 
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Data Element Name Purpose Remarks 

Amount, fee Amount of the fee for a specific fee type. Contained in the 
amounts, fees data element. 

ISO 8583-1987 : Amount, transaction fee  

ISO 8583 DE 46 

Amount, net reconciliation The net reconciliation amount including fees when applicable ISO 8583 DE 97 

Amount, reconciliation Identifies the amount  in the reconciliation currency minor unit ISO 8583 DE 5 

Amount, transaction Amount of the transaction in the currency used in the POI. ISO 8583 DE 4 

Amounts, additional Additional amounts detail for information ISO 8583 DE 54 

Amounts, fees Fees associated with this transaction ISO 8583-1987 DE 28  

ISO 8583-1993,  ISO 8583-2003 DE 46  

Amounts, original The amount data element from the original transaction. Permits to 
keep the original amount. 

ISO 8583-1993,  ISO 8583-2003 DE 30   
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Data Element Name Purpose Remarks 

Application cryptogram Cryptogram used between the ICC and the issuer for integrity 
proposal. 

The Application cryptogram is one of the following types: 

- Application Authentication Cryptogram 
(AAC) if the transaction is declined 

- Authorisation Request Cryptogram (ARQC) if 
an online request shall be performed 

- Transaction Certificate (TC) if the transaction 
is approved 

EMV 4.2 tag 9F26 

Application Currency Code Indicates the currency in which the account is managed according 
to ISO 4217 

EMV 4.2 tag 9F42 

Application currency exponent Indicates the implied position of the decimal point from the right 
of the amount represented according to ISO 4217 

EMV 4.2 tag 9F44 

Application effective date Date from which the ICC application may be used EMV 4.2 tag 5F25 

Application expiration date Date after which card application expires EMV 4.2 tag 5F24 

Application File Locator (AFL) Indicates the location (SFI, range of records) of the AEFs related 
to a given application 

EMV 4.2 tag 94 

Application Identifier (AID) Identifies the application as described in 
ISO/IEC 7816-4 

EMV 4.2 tag 9F06 

Application Interchange Profile (AIP) Indicates the capabilities of the card to support 
specific functions in the application 

EMV 4.2 tag 82 
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Data Element Name Purpose Remarks 

Application Label Mnemonic associated with the AID according to ISO/IEC 7816-4 EMV 4.2 tag 50 

Application Preferred Name Preferred mnemonic associated with the AID EMV 4.2 tag 9F12 

Application Priority Indicator (API) Indicates the priority of a given application or group of 
applications in a directory 

EMV 4.2 tag 87 

Application Selection Indicator (ASI) For an application in the chip card to be supported by an 
application in the POI, the Application Selection Indicator 
indicates whether the associated AID in the POI must match the 
AID in the card exactly, including the length of the AID, or only 
up to the length of the AID in the POI There is only one 
Application Selection Indicator per AID supported by the POI 

EMV 4.2 (no tag) 

Application Transaction Counter (ATC) Counter maintained by the application in the ICC (incrementing 
the ATC is managed by the ICC) 

EMV 4.2 tag 9F36 

Application usage control Indicates issuer’s specified restrictions on the geographic usage 
and services allowed for the application 

EMV 4.2 tag 9F07 

Application Version Number Version number assigned by the payment system for the 
application in the terminal 

EMV 4.2 tag 9F09 

Approval code Code assigned by authorising entity ISO 8583 DE 38 

Authorisation Agent Institution ID Code identifying the authorising agent institution For stand-in processing 
ISO 8583-1993,  ISO 8583-2003 DE 58  



    Version 4.0 draft 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0  89 

Data Element Name Purpose Remarks 

Authorisation Life Cycle Code A value in calendar days, hours or minutes which defines the time 
period for which the acquirer is requesting guarantee of funds, or 
that the card issuer shall guarantee funds for a financial transaction 
which may follow 

For pre-authorisation validity date period 
ISO 8583-1993,  ISO 8583-2003 DE 57  

Authorisation Response Code (ARPC) Code that defines the disposition of a message  EMV 4.2 tag 8A 

Card acceptor  identification code Identifies the merchant/card acceptor  Optionally its contract number within the acquirer. 
ISO 8583 DE 42 

Card acceptor name/ location The name and location of the card acceptor . Permits the issuer to include this information in the 
cardholder statement 

ISO 8583 DE 43 

Card acceptor terminal identification Unique code identifying a POI at the card acceptor location. This 
code might be structured and composed of different information, 
e.g. to include Terminal, POI system and Card acceptor system 
identifiers. 

Identifies the POI within the merchant/card acceptor 

ISO 8583 DE 41 

Card Risk Management Data Object List 1 
(CDOL1) 

List of data objects (tag and length) to be passed to the chip card in 
the first GENERATE AC command 

EMV 4.2 tag 8C 

Card Risk Management Data Object List 2 
(CDOL2) 

List of data objects (tag and length) to be passed to the chip card in 
the second GENERATE AC command 

EMV 4.2 tag 8D 

Card security code A code or cryptogram used to verify that the cardholder is in 
possession of the card at the time of the transaction and therefore  
give increased protection against fraud 

 

Card security code processing result It indicates the processing result of the card security code when 
verified 
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Data Element Name Purpose Remarks 

Card sequence number A number distinguishing between separate cards with the same 
primary account number or primary account number extended 

Gives the Issuer information about the specific card in use  

ISO 8583 DE 23 

Cardholder authentication verification value 

 

Cryptogram that has been generated following the authentication 
of a secured  e-commerce transaction 

 

Cardholder authentication verification 
algorithm  

Indicates the computation method used during the generation of 
the Cardholder authentication verification value 

 

Cardholder name Indicates cardholder name according to ISO 7813 EMV 4.2 tag 5F20 

Certification Authority Public Key Exponent 

 

Value of the exponent part of the Certification Authority Public 
Key  

EMV 4.2 (no tag) 

Certification Authority Public Key Index Identifies the certification authority‘s public key in conjunction 
with the RID  

EMV 4.2 tag 9F22 

Certification Authority Public Key Index - ICC Identifies the certification authority’s public key in conjunction 
with the RID 

EMV 4.2 tag 8F 

Certification Authority Public Key Modulus Value of the modulus part of the Certification Authority Public 
Key  

EMV 4.2 (no tag) 

Conversion rate reconciliation Permits to convert from transaction to reconciliation amount ISO 8583 DE 9 

Conversion rate, cardholder billing Permits to convert from transaction currency to cardholder billing 
currency 

ISO 8583 DE 10 
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Data Element Name Purpose Remarks 

Credits / debits reversal, amount The sum amount of all Credit  transactions processed ISO 8583 DE 87/89 

Credits / debits reversal, Number The sum number of all credit transactions processed ISO 8583 DE 75/77 

Credits, Fee Amount The sum amount of amounts, fees in all authorisation, financial 
reversal and fee collection transactions where the amount, fee, x, 
indicated a credit, "C"  

ISO 8583-1993 DE 109  

Cryptogram information data (CID) Indicates the type of cryptogram and the 
actions to be performed by the POI 

EMV 4.2 tag 9F27 

Currency code reconciliation Identifies the currency used for reconciliation ISO 8583-1993  DE 50  

Currency code, cardholder billing Code defining currency of amount, cardholder billing and amount, 
cardholder billing fee. 

ISO 8583-2003 DE 6  
ISO 8583-1987,  ISO 8583-1993 DE 51  

Currency code, transaction The currency code of  the transaction used in the POI ISO 8583 DE 49 

CVM list (Cardholder Verification Method 
list) 

Identifies all methods of verification of the 
cardholder supported by the application 

EMV 4.2 tag 8E 

CVM results (Cardholder Verification Method 
results) 

Indicates the results of the last CVM 
performed 

EMV 4.2 tag 9F34 

Date , local transaction The local year, month, day the transaction takes place at the POI 
location in authorisation and financial messages. 

In file action, reversal, chargeback, reconciliation, administrative, 
fee collection and network management transactions, it is the year, 
month, day set by the initiator of the first message of the 
transaction 

Shows the local date at the POI 

ISO 8583-1987 DE 13  



    Version 4.0 draft 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0  92 

Data Element Name Purpose Remarks 

Date reconciliation Groups all the financial transactions for a reconciliation. May be 
included only once for batch transmissions instead of every 
message. FOR RECONCILIATION FUNCTION: Date for which 
financial totals are reconciled between the sender and the receiver 

ISO 8583-1993,  ISO 8583-2003 DE 28  

Date, settlement The year, month and day for which funds shall be transferred 
between acquirer and card issuer 

Used in clearing  

ISO 8583 DE 15 

Debits / credits reversal, amount The sum amount of amount, transaction of all debit financial  
transactions exclusive of any fees 

ISO 8583 DE 87/88 

Debits / credits reversal, number The sum number of all  debits financial transactions processed ISO 8583 DE 75/76 

Debits cancellation, amount The sum amount of amount, transaction of all cancelled  
transactions 

 

Debits cancellation, number The sum number of all debits cancellation financial transactions 
cancelled 

 

Debits, Fee Amounts The sum amount of amount, fee in all authorisation, financial 
reversal and fee collection messages where the amount, fee, x, 
indicated a debit, "D"  

ISO 8583-1993,  ISO 8583-2003 DE 110  

Dedicated File (DF) Name: Identifies the name of the DF as described in ISO/IEC 7816-4 EMV 4.2 tag 84 

Dynamic Data Authentication Data Object List 
(DDOL) 

List of data objects (tag and length) to be passed to the ICC in the 
“internal authenticate” command 

 

EMV 4.2 9F49 
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Data Element Name Purpose Remarks 

e-commerce type Indicate the type of an e-commerce transaction (basic mode, 
secured mode) 

 

File Control Information (FCI) Issuer 
Discretionary Data 

Issuer discretionary part of the FCI EMV 4.2 tag BF0C 

File Control Information (FCI) Proprietary 
Template 

Identifies the data object proprietary to this specification in the 
FCI template according to ISO/IEC 7816-4 

EMV 4.2 tag A5 

File Management Data Elements Data elements needed to identify, reference and retrieve files and 
messages transmitted using file transfer (e.g. for clearing), e.g. 
Source File ID: ID of a File referred to 

Source Message Number: number of a message in a file referred to 
File ID: ID of the file itself 

 

Forcing indicator Indicates if the merchant has forced the transaction to be accepted 
without the approval of the issuer or the acquirer 

 

Forwarding institution identification code Code identifying the forwarding institution Identifies the sender processor. Note: The value can be 
scheme dependent 

ISO 8583 DE 33 

Function Code Code indicating the specific purpose of the message within its 
message class. 

Differentiates first and second presentment. When used in 
Authorisation, differentiates authorisation, pre-
authorisation and full or partial reversal. 

Reconciliation: Differentiates from final and check point 
Reconciliation 

ISO 8583-1993,  ISO 8583-2003 DE 24  
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Data Element Name Purpose Remarks 

ICC Public Key Certificate ICC Public Key certified by the issuer  EMV 4.2 tag 9F46 

ICC Public Key Exponent ICC Public Key Exponent used for the verification of the Signed 
Dynamic Application Data and Combined Application Data 

EMV 4.2 tag 9F47 

ICC Public Key Remainder Remaining digits of the ICC Public Key Modulus  EMV 4.2 tag 9F48 

Interface Device Serial Number Unique and permanent serial number assigned to the IFD by the 
manufacturer 

Manufacturer ID may be part of the serial number. 

EMV 4.2 tag 9F1E 

Issuer action code (IAC) default Specifies the issuer’s conditions that cause a transaction to be 
rejected if it might have been approved online, but the POI is 
unable to process the transaction online 

EMV 4.2 tag 9F0D 

Issuer action code (IAC) denial Specifies the issuer’s conditions that cause the denial of a 
transaction without attempt to go online 

EMV 4.2 tag 9F0E 

Issuer action code (IAC) on-line Specifies the issuer’s conditions that cause a transaction to be 
transmitted online 

EMV 4.2 tag 9F0F 

Issuer application data Contains proprietary application data for transmission to the issuer 
in an online transaction 

EMV 4.2 tag 9F10 

Issuer Authentication Data Data sent to the ICC for online issuer authentication EMV 4.2 tag 91 

Issuer cardholder verification method Identification of the Issuer cardholder verification method  

Issuer Code Table Index Indicates the code table according to ISO/IEC 8859 for displaying 
the Application Preferred Name 

EMV 4.2 tag 9F11 
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Data Element Name Purpose Remarks 

Issuer Public Key Certificate Issuer public key certified by a certification authority  EMV 4.2 tag 90 

Issuer Public Key Exponent Issuer public key exponent used for the verification of the Signed 
Static Application Data and the ICC Public Key Certificate  

EMV 4.2 tag 9F32 

Issuer Public Key Remainder Remaining digits of the Issuer Public Key Modulus  EMV 4.2 tag 92 

Issuer script results Indicates the result of the card script processing EMV 4.2 (no tag) 

Issuer Script Template1 Contains proprietary issuer data for transmission to the ICC before 
the second GENERATE AC command 

EMV 4.2 tag 71 

Issuer Script Template2 Contains proprietary issuer data for transmission to the ICC after 
the second GENERATE AC command 

EMV 4.2 tag 72 

Language Preference 1-4 languages stored in order of preference, each represented by 2 
alphabetical characters according to ISO 639 Note: EMVCo 
strongly recommends that cards be personalised with data element 
'5F2D' coded in lowercase, but that POIs accept the data element 
whether it is coded in upper or lower case. 

EMV 4.2 tag 5F2D 

Matching & Retrieval reference numbers References supplied by the system retaining the original source 
information and used to assist in locating that information or a 
copy thereof 

ISO 8583 DE 37 

Merchant Category Code Identifies the sector in which the 

merchant/card acceptor operates. 

ISO 8583-1987 DE 18: Merchant type  ISO 8583-1993 DE 
26 : Card acceptor business code  

ISO 8583-2003 DE 26 : Merchant Category Code  

Merchant Location Category  Business location type (e.g. train, air-plane, etc.)  
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Data Element Name Purpose Remarks 

Message authentication field code Used to validate the source and the text of the message between 
the sender and receiver. 

ISO 8583 DE 64/128 

Message reason code Shows the reason for sending the message. Depending on 
implementations this data may be derived implicitly from several 
data fields on the message 

ISO 8583-1993,  ISO 8583-2003 DE 25  

Number of payments The sum number of all payments transactions processed ISO 8583-1993 DE 83  
ISO 8583-2003  sub element of DE 75  

Original data  element Helps to match the original related transaction Note: Schemes may 
have specific requirements for usage and values 

ISO 8583-1987 DE 90  

ISO 8583-1993,  ISO 8583-2003 DE 56  

Phone Number Phone number to be used when a procedure is undertaken to call 
the issuer. 

 

PIN Data Permits the Issuer or its agent to validate PIN ISO 8583 DE 52 

PIN Decipherment Public Key Certificate  ICC PIN Decipherment Public Key certified by the issuer EMV 4.2 tag 9F2D 

PIN Decipherment Public Key Exponent  ICC PIN Decipherment Public Key Exponent used for PIN 
encipherment  

EMV 4.2 tag 9F2E 

PIN Decipherment Public Key Remainder Remaining digits of the ICC PIN Decipherment Public Key 
Modulus  

EMV 4.2 tag 9F2F 

PIN Try Counter Number of off-line PIN tries remaining EMV 4.2 tag 9F17 

POI component Gives information about the POI such as manufacturer ID, version 
number, model,… 
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Data Element Name Purpose Remarks 

Point of service Capability 

 

Permits to identify the POI capability and then which operational 
rules apply 

ISO 8583-1987 DE 22 : point of service entry mode  ISO 
8583-1993 DE 22 : point of service data code  ISO 8583-
2003 DE 27  

Point of service data code 

 

Permits to know the way the transaction was performed and then 
which operational rules apply 

ISO 8583 DE 22 

Primary account number (PAN) Identification of customer card account Identifies Cardholder accounts and allows the issuer to post 
a transaction 

ISO 8583 DE 2 

Processing Code Code used to describe the effect of a transaction on the customer 
account and the accounts affected. 

Differentiates cash withdrawal, payments, balance inquiry, 
refunds, debit, credit, source and destination account for 
transfers, etc... 

ISO 8583 DE 3 

Processing Options Data Object List (PDOL) Contains a list of POI resident data objects (tags and lengths) 
needed by the chip card in processing the GET PROCESSING 
OPTIONS command 

EMV 4.2 tag 9F38 

Receiving institution identification code Code identifying the receiving institution (e.g. intermediary entity) ISO 8583 DE 100 

Reconciliation indicator A value used to allow reconciliation of time periods within a 
reconciliation date. The value is subject to bilateral agreement 

Groups all the financial transactions for a reconciliation 
within the same day. May be included only once for batch 
transmissions instead of every message 

ISO 8583-1993,  ISO 8583-2003 DE 29  
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Data Element Name Purpose Remarks 

Remittance Information 

 

Information defined by the card acceptor in order  to be 
communicated by the issuer  to the cardholder 

 

Scheme Identifier This data Identifies the card scheme under which the transaction 
was performed. 

For chip may be decided on the basis of AID. 

Secured payment processing result 

 

This data gives the result of the exchanges between secured 
payment architecture components. 

 

Security related control information Identifies security management information used in the current 
transaction or specifies security management information to be 
used in future transactions 

Shows security parameters to be used for cryptographic 
purposes 

Sending institution identification code Code identifying the sending institution Identifies the sender institution. The value can be scheme 
dependent 

Service code A  code encoded by the issuer on the card specifying card present 
card transaction conditions and preferences  (in accordance with 
ISO 7813).  

ISO 8583-1993,  ISO 8583-2003 DE 40  

Service Identification Identifies precisely the service as defined in the SEPA Volume 
(e.g. payment, deferred payment, pre-authorisation, no-show…). 

Gives indication in the regulatory environment of a 
transaction. 

Short File Identifier Identifies the AEF referenced in commands related to a given 
ADF or DDF. It is a binary data object having a value in the range 
1 to 30 and with the three high order bits set to zero 

EMV 4.2 tag 88 

Signed Static Application Data Digital signature on critical application parameters for SDA EMV 4.2 tag 93 
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Data Element Name Purpose Remarks 

System Trace number A number assigned by a transaction originator to assist in 
identifying a transaction uniquely. The trace number remains 
unchanged for all messages within a two-message exchange, e.g. 
request/repeat and response 

Identifies the transaction at the Acquirer level 
ISO 8583 DE 11  

Terminal capabilities Indicates the card data input, CVM, and security capabilities of the 
POI 

EMV 4.2 tag 9F33 

Terminal Configuration Data Elements This group of data elements gathers the different configuration 
data elements such as: activation of services, application 
configuration data e.g. floor limits, POI action codes, etc. 

 

Terminal country code Indicates the country of the POI, represented according to ISO 
3166 

EMV 4.2 tag 9F1A 

Terminal verification results Status of the different functions as seen from the POI EMV 4.2 tag 95 

Time, local transaction The local time the transaction takes place at the POI location in 
authorisation and financial messages. 

In file action, reversal, chargeback, reconciliation, administrative, 
fee collection and network management transactions, it is the time 
set by the initiator of the first message of the transaction 

Shows the local time at the POI 

ISO 8583-1987 DE 12  

Track 2 data The information encoded on track 2 of the magnetic stripe as 
specified in ISO 7813, excluding start and end sentinels and 
longitudinal redundancy check characters as defined therein. 

Identifies Cardholder accounts and some security or 
operational information 

ISO 8583 DE 35 
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Data Element Name Purpose Remarks 

Track 2 equivalent data Contains the data elements of track 2 according to ISO/IEC 7813, 
excluding start sentinel, end sentinel, and Longitudinal 
Redundancy Check (LRC). Note that the track 2 equivalent data 
differs from the track 2 data concerning values in the discretionary 
part 

EMV 4.2 tag 57 

Transaction Currency code Indicates the currency code of the transaction according to ISO 
4217 

EMV 4.2 tag 5F2A 

Transaction Currency Exponent Indicates the implied position of the decimal point from the right 
of the transaction amount represented according to ISO 4217 

EMV 4.2 tag 5F36 

Transaction date Local date that the transaction was authorised EMV 4.2 tag 9A 

Transaction Identifier A unique Identifier for each original transaction used to link 
original authorisation requests to subsequent messages. 

 

Transaction ID provided by the acceptor Unique identification number of a remote transaction.   

Transaction Quality Control oriented data 
elements 

Information on errors, problems or unexpected events happening 
at the POI. For example number of uncompleted transactions, chip 
card reading error, or error description data element. 

 

Transaction Sequence Counter Counter maintained by the POI that is incremented by one for each 
transaction 

EMV 4.2 tag 9F41 

Transaction Status Information Indicates the functions performed in a transaction EMV 4.2 tag 9B 

Transaction type Indicates the type of financial transaction, represented by the first 
two digits of ISO 8583:1987 Processing Code 

EMV 4.2 tag 9C 
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Terminal configuration data elements M M                                   

Time, local transaction                   M M     M M  M M        M M     

Track 2 data                   C C     C C  C C     C         

Transaction Identifier                   C C     C C  C C            

Transaction ID provided by the acceptor                                       

Transaction quality control oriented data elements                          C C            

Transmission Date and Time                   M M     M M  M M        M M     

AT01. Acceptance technology - Chip with contact EMV acceptance related data 

(The following conditions apply only to chip with contact  EMV transactions) 

Additional capabilities : POI                                           

Amount, authorized                                           
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Application cryptogram                                           

Application Currency Code                                  C         

Application currency exponent                                  C         

Application effective date                                  C         

Application expiration date                   C C              M         

Application file locator(AFL)                                  M         

Application Identifier (AID)    M                        C               

Application Interchange Profile (AIP)                   M M        M M     M         

Application Label    C                        C               

Application Preferred Name    C                        C               

Application Priority Indicator (API)    M                                       

Application Selection Indicator (ASI) C   M                                       



    Version 4.0 draft 

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0  138 

CANCELLATION FUNCTION 

DATA 

C
onfiguration 

Application selection 

Language selection 

C
ardholder verification 

C
ard authentication 

Authorisation (partial 
& total) 

Financial presentm
ent 

/ D
ata C

apture 

R
eferral 

R
eversal (partial & 

total) 

C
om

pletion 

Technology selection 

C
ard data retrieval 

R
econciliation 

C
hargeback 

Domain

C
2T 

T2A
 

A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 
C

2T 
T2A

 
A2I 

Application Transaction Counter (ATC)                   M M     M M  M M     M         

Application usage control                   C C     C C  C C     C         

Application version number                                           

Authorisation response code                                           

Card Risk Management Data Object List 1 (CDOL1)                                  M         

Card Risk Management Data Object List 2 (CDOL2)                                  M         

Cardholder name                            C      C         

Certification Authority Public Key Exponent                                           

Certification Authority Public Key Index                                           

Certification Authority Public Key Index- ICC                                  C         

Certification Authority Public Key Modulus                                           

Cryptogram information data                                           
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CVM list (Cardholder Verification Method list)                                  C         

CVM results (Cardholder Verification Method results)                                           

Dedicated file (DF) name    M                                       

Dynamic Data Authentication Data Object List (DDOL)                                  C         

File Control Information (FCI) Issuer Discretionary Data    C                                       

File Control Information (FCI) Proprietary Template    M                                       

ICC Public Key Certificate                                  C         

ICC Public Key Exponent                                  C         

ICC Public Key Remainder                                  C         

Interface Device Serial Number                   C C     C C  C C              

Issuer action code default                                  C         

Issuer action code denial                                  C         
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Issuer action code on-line                                  C         

Issuer application data                   C C     C C  C C              

Issuer Authentication Data                                           

Issuer Code Table Index    C   C                                    

Issuer Public Key Certificate                                  C         

Issuer Public Key Exponent                                  C         

Issuer Public Key Remainder                                  C         

Issuer script results                                           

Issuer Script Template1                                           

Issuer Script Template2                                           

Language Preference    C   C                                    

PIN Decipherment Public Key Certificate                                  C         
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PIN Decipherment Public Key Exponent                                  C         

PIN Decipherment Public Key Remainder                                  C         

PIN Try Counter                                  C         

Processing Options Data Object List (PDOL)                                  C         

Short File Identifier    M                                       

Signed static application data                                  C         

Terminal capabilities                   M M     M M  M M              

Terminal country code                   M M     M M  M M              

Terminal verification results                   M M     M M  M M              

Track 2 equivalent data                   C C     C C  C C     C         

Transaction Currency code                   C C     C C  C C              

Transaction Currency exponent                   C C     C C  C C              
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Transaction date                   M M     M M  M M              

Transaction Sequence Counter                                           

Transaction Status Information                                           

Transaction type                   M M     M M  M M              

Unpredictable number chip                                           

Unpredictable number POI                                           
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5 SECURITY REQUIREMENTS 

Note that the final EPC Security Requirements will be published after finalising the consultation 
process with the relevant stakeholders. 

5.1 Introduction 

This chapter defines a set of core security requirements, i.e. the minimum requirements with which 
any SCF compliant cards and POIs implementation has to comply. This should not prevent a given 
scheme from specifying additional requirements, but these must not lead to conflicting 
requirements that set a barrier to a device accepting cards from another SCF compliant scheme.  

As for the other standards and standardised processes described in the present Volume EPC is 
intent that: 

• These have been formulated as the result of formal and structured consultation of all 
relevant stakeholders. 

• They are adopted by a body with transparent and representative governance. 

• They are available to all interested parties on a royalty free basis. 

• When required they are maintained in the same way. 

• As much as possible, EPC standards will be compatible with global standards, in order to 
further support the global nature of the cards business. 

5.2 Card Security requirements 

5.2.1 Introduction 

For cards, evaluation methodology shall be based on the ISO 15408 "CC" (Common Criteria) 
standard. 

EPC recommends all SCF compliant schemes to issue cards meeting the security requirements 
listed by the document “Guidance on writing a SEPA Security Target for a Smartcard Embedded 
Payment Application”. 

This document bases on the CC evaluation method and contains payment scheme’s security 
requirements for a payment application embedded in a smartcard. 



   Version 4.0  

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0  144 

It is intended for use in a payment scheme’s approval process whose purpose is to provide 
confidence in a smartcard product. In that process, the Security Target against which the 
Embedded Payment Application (EPA) is to be evaluated is checked by the payment scheme for 
conformance to the security requirements. The present document provides guidance for writing 
such a security target. Its format is similar to that of a security target according to CC. It is 
intended to be used as part of a regular CC evaluation involving an evaluation laboratory 
accredited by a CC-recognised Certification Authority. The Target of Evaluation (TOE) is the 
Embedded Payment Application, at cardholder use phase, including all hardware or software parts 
of the smartcard needed to perform functionality or enforce security. 

5.2.2 Finance Industry needs addressed 

This part of the document addresses straightforward Finance Industry needs since it is aimed at 
smartcard embedded payment applications. EPA functionality targets (but is not restricted to) 
EMV specifications, which provide a basis for global development of highly secure payment 
systems, and are endorsed by more and more countries, including those already familiar with 
banking smartcard environment. 

5.2.3 Guidance Overview 

The purpose of this document is to identify minimum security requirements for a Smartcard 
Embedded Payment Application (EPA). 

Requirements are expressed under the formalism of Common Criteria as a product-independent 
Guidance document which is to be used by smartcard and application developers for writing 
product-dependent Security Targets compliant with the EPC standards. A primary goal for this 
document is that related evaluation reports are able to provide card issuers with the right level of 
information needed to assess the resulting risks for their schemes.  

The Target Of Evaluation (TOE) is an on-card payment application at cardholder user phase, 
possibly with other co-embedded applications. All parts of the card needed to perform EPA 
functionality, from application level to IC hardware, fall within the scope of the TOE. 

The set of assurance requirements is the widely used EAL4+ assurance package, namely EAL4 
plus three augmentations (as per Common Criteria v2.3 final revision): 

– ADV_IMP.2  Implementation of the TSF 

– ALC_DVS.2  Sufficiency of security measures 

– AVA_VLA.4  Highly Resistant 

Assurance requirements are split in two packages, one for the TOE itself and one for its 
development environment, allowing for separate package assessment. However, both assessments 
must be combined in order to fulfil the whole set of EPC standards.   
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NB. The source document is currently been transposed to CC v3.1 and seeks an equivalent EAL4+ 
level, where AVA_VLA.4 of CC v2.3 is accordingly replaced by AVA_VAN.5 of CC v3.1. 

5.2.4 Security Problem Definition - A Scheme's Point of View 

To perform his approval process, the Risk Management of a Payment Scheme requires that 
potential vulnerabilities brought up by the evaluation be expressed in terms of assets, threats and 
security objectives that are meaningful for the Payment Scheme. Therefore, all such items are 
connected with how the smartcard contributes to the security of the Scheme.   

In a typical transaction, the EPA interacts with the Card Reader to: 

• authenticate the cardholder ; 

• perform internal risk management using transaction data provided by terminal (either 
off-line on behalf of the issuer, or on-line with access to issuer’s authorisation server); 

• certify transaction data through a Transaction Certificate. 

In the example of a debit transaction, when the transaction is approved and certified, the merchant 
delivers the corresponding goods/services to the customer, then the merchant is credited and the 
cardholder account is debited. So in the highest sense, a smartcard payment transaction qualifies a 
merchant trading goods for a promise of payment, on the evidence of a transaction certificate. 

In this respect, the main contribution of a smartcard to transaction security is its ability to 
authenticate the transaction by providing undisputed evidence of its terms, by means of the 
certified transaction data. Such evidence opposes possible fraud cases along the payment chain.  

Two main categories of fraud are to be considered:  

• Transaction denial, in which the fraudster denies either participation to a transaction or 
the terms of a transaction ; 

• Transaction forgery, in which the fraudster introduces undue transaction data in the 
payment scheme. 

 Transaction denial may be further subdivided into: 

• Transaction repudiation, when the fraudster denies participation to a transaction. 
Certified transaction data, accessible to all parties, act as evidence against such 
repudiation. 

• Transaction dispute, when the fraudster denies the terms of the transaction.  
Certified transaction data, accessible to all parties, act as evidence for the transaction 
terms, provided they couldn't have been manipulated inside the card in the process of 
certificate issuance. 

 Transaction forgery may be further subdivided into: 



   Version 4.0  

EPC020-08 SEPA Cards Standardisation Volume - Book of Requirements V4.0  146 

• Transaction replay, when a genuine transaction is re-issued several times, with 
possible modification of non-certified transaction data such as merchant ID. 

• To protect against transaction replay, the card ensures that different transactions result 
in different certificates by using transaction diversification data such as the Application 
Transaction Counter (ATC). 

• Transaction falsification, when some of the data of one or several genuine transactions 
(e.g. authentication results, certificates) are re-used to fake a new, seemingly valid, 
one. 

The card provides protection through cohesion mechanisms ensuring that no transaction 
parts can be re-used as parts of other transactions. Typical cohesion mechanisms may 
include the binding of the sequence of commands within a transaction by use of a 
secured State Machine, or the binding of cryptograms for a given transaction (e.g. 
Combined DDA and Application Cryptograms in an EMV environment). 

• Transaction counterfeiting, when the fraudster gains information about the secrets used 
by a card for its authentication and signature mechanisms (i.e. cryptographic keys), and 
then uses this information to emulate a genuine card. 

The card provides protection by defending its keys against disclosure, and by implementing 
algorithms that can't be defeated by observation of their results and their processing. 

• Identity usurpation, when an attacker unduly gains the rights of a genuine actor 
(cardholder, merchant, acquirer, issuer...).  

The smartcard can provide protection against cardholder and issuer rights usurpation, 
through cardholder verification (e.g. PIN authentication), secure channel for card 
parameters update (script processing) and internal protection of issuer and cardholder 
data inside the card.   

The technical sections of the EPC standards elaborate on security features required for the EPA in 
order to perform its role in the security of a payment scheme as outlined above. 

5.2.5 Intended Use 

This document reflects a payment scheme’s view of a smartcard. It does not assume any specific 
organisation of the supply chain, except where the supply chain interfaces with the payment 
scheme. The requirements expressed in this document apply globally to the TOE, never 
specifically to a part of the TOE, for example its hardware, basic software or middleware. There is 
no reference either to protection profiles that part of the TOE would comply with. 
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It is the responsibility of the smartcard suppliers, together with their own suppliers higher up the 
supply chain, to decide how the requirements in this generic ST are best met. They may choose to 
organise the evaluation of an EPA as a composition, using a previously evaluated IC or software 
platform (assuming that the TOE design includes one). They may choose to use protection profiles 
for ICs or software platforms. 

Payment schemes recognise the efficiency of composition. They also appreciate that IC evaluation 
gives them advanced notice on the capacity of IC state-of-the-art technology to defeat attackers. 
Therefore they encourage smartcard suppliers to resort to it.  

5.3 Security requirements for “Point of Interaction” 

5.3.1 Introduction 

Currently, in addition to meeting the global card schemes security evaluation requirements, 
terminal vendors wishing to sell devices throughout Europe must also meet the security 
requirements of a number of local schemes, each of which have their own unique evaluation and 
approvals processes.  

It is the EPC’s goal to rationalise security evaluations such that a device manufacturer will only 
need to carry out a single evaluation against a common set of security requirements for all SCF 
compliant schemes. Where today the security requirements may differ per scheme, the EPC 
Security Requirements shall be recognised and implemented by all SCF-compliant schemes.  

To ensure that the EPC does not introduce obstacles to global interoperability it was agreed that 
“PCI POS PED 2.0” be acknowledged as the baseline requirements for the specification of EPC 
Security Requirements. 

Recognising that “PCI POS PED 2.0” does not meet all the security requirements defined by the 
EPC as necessary to meet the threat and vulnerability profile for Europe, the EPC has specified 
additional security requirements which are described further on in detail and are described as “EPC 
Plus Requirement”. Together these requirements for POI devices (i.e. PCI POS PED 2.0 and EPC 
Plus) will form the “EPC Security Requirements”. 

Any scheme prevailing itself of SCF-compliance will have to acknowledge and implement these 
security requirements according to the functionalities supported. The outcome will be that a 
terminal vendor only has to obtain a single “SEPA wide Certificate”. This certificate shall be 
recognised by every SCF compliant scheme, without exception. Over time all POI terminals 
operational in SEPA shall comply with the “EPC Security Requirements” based on an agreed 
implementation plan. Only in this way it can be guaranteed that all SCF schemes can operate at all 
SEPA terminals without conflict with the expected requirements. 
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With this approach any (new) SCF compliant scheme will be sure that their cards can be processed 
throughout the whole SEPA in the same secure way. It is recognised that the emergence of new 
developments, threats and vulnerabilities, not covered by the EPC Security Requirements, will 
necessitate new security requirements being added and an EPC maintenance procedure will be 
defined to manage the incorporation of these into subsequent versions of the EPC Security 
Requirements. 

5.3.2 Outline of the “EPC Security Requirements” 

As stated before, the “EPC Security Requirements” is build up by “PCI POS PED 2.0” and “EPC 
Plus”. To meet the perceived threat and vulnerability profile of European markets the EPC extends 
its "plus" requirements beyond the current scope of existing PCI evaluations as it is the case in 
existing European evaluations. The “EPC Plus” requirements therefore include, as targets for 
evaluation, further elements of the point of interaction, including secure software download, 
privacy shielding, local input and output of data, support for secure communications of data with 
external entities and code review. 

The proposed “EPC Plus” requirements are: 

• Regarding “PCI POS PED 2.0”A9: The PED must provide privacy shield according to 
EPC Privacy Shielding of the PIN Entry Device: Implementation Guidelines, DIG114 
version 1.0, February 2006. The acquirer is the responsible party to assure, that the 
installation of the PED is according to the requirements defined by the EPC. 

• Regarding “PCI POS PED B3”: The review must be performed by a testing laboratory. 

• Regarding “PCI POS PED B6”: If the PIN (offline or online) needs to be encrypted, it 
shall be encrypted immediately. 

• Regarding “PCI POS PED B10”: The PED has characteristics that prevent use of the 
device for exhaustive PIN determination. 

Since the scope of EPC work is POI rather than PED, and since life-cycle of POI is an important 
aspect, the following refinements were made. 

• Regarding the PED E and F requirements: in addition to all “PCI POS PED 2.0” 
requirements, equivalent requirements are defined for POI security components. A POI 
security component is defined as any component that provides security protections 
needed to comply with the “PCI POS PED 2.0”and “EPC Plus” requirements. 

• The developer of the POI must document all physical, procedural, personnel and other 
security measures that are necessary to protect the integrity of the POI in its 
development environment. A site inspection by an independent auditor must confirm 
this.  

• Production of POI must take place in a secure environment. A site inspection must 
confirm this. 

• Each PED must be uniquely identifiable. 

• The manufacturer of the POI must provide guidelines for usage. Also means for 
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recording the life-cycle of the POI must be provided. 

Due to protection of assets beyond PIN the following “EPC Plus” requirements, which are state of 
the art within SEPA today were defined: 

• The POI shall provide means to protect all transaction/management data sent or 
received by the POI over external lines against modification and disclosure by 
cryptographic mechanisms.  

• The POI shall provide means for authentication of its unique identifier by an external 
entity. 

• If the POI implements software updates, the POI must verify the integrity and 
authenticity of the software. If not confirmed, the software update is rejected or all 
secret keys are erased. 

• The transaction/accounting data shall be handled authentic and integer during 
processing and capture in the POI. 

• The POI must be designed to protect the cardholder against deception about the normal 
sequence of transaction steps. 

• The security of processing cards must not be influenced or affected by the processing 
of cards relating to other card schemes. 
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6 CERTIFICATION 

Note that the final SEPA Certification infrastructure will be published after finalising the 
consultation process with the relevant stakeholders. 

6.1 Foreword 

Describing the SEPA Certification infrastructure is an ongoing process at the moment of issuing 
this version of the Volume. Experts of the main stakeholders will be involved in this discussion. 
This chapter gives a preview on the direction and approach. It is expected that in 2010 the main 
principles and choices will be laid down by EPC.  

6.2 Introduction 

The vision of the target landscape for functional/security requirements and certification within 
SEPA has been expressed in Art. 3.6.3.2 of the SEPA Cards Framework: 

“… Under this process, any card, terminal, and/or network interface, certified by an accredited 
body can be deployed and used anywhere throughout SEPA. The entity providing certification 
services is outside any scheme, and works across schemes.” 

Accordingly, the objectives pursued by EPC with the standards and standardised processes 
defined in the present Volume will be to create the conditions for: 

• Longer term allowing any manufacturer to have a device certified once prior to 
deploying it anywhere in SEPA and enabling approval by all SCF compliant schemes 
based on that same certificate. 

• Testing and certification services e.g. functional testing and security evaluation will be 
independent from a given scheme or schemes. 

• Laboratories as well as certification authorities complying with requirements enforced 
by a body with adequate governance. 

• Card schemes to be able to rely on multiple certification authorities according to their 
policies and market needs. 

These standards and standardised processes will form a certification and approval framework that 
will: 

• Select the applicable security requirements, 

• Describe the requirements and methodology for security evaluation, 

• Describe how the different entities involved in evaluations (certification authorities and 
laboratories) are accredited, 
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• Describe how the certification of test results will be organised. 

Functional testing will be based on implementation standards developed by the market, which have 
to comply with the functional architecture defined in this Volume. The same certification 
framework as described for security testing is also meant for functional testing. 

In addition dispositions to implement such standards – when and if taken by EPC or a body with 
which EPC has a relationship in this respect – will be mindful to balance innovation requirements 
with avoiding creating access barriers, in order to comply with competition rules as currently 
understood. 

6.3 The approach to security evaluation, testing and certification  

Meeting the SCF requirements for a harmonised SEPA certification process will be achieved by 
EPC defining a single evaluation and certification process. Arriving longer term at this single 
evaluation and certification process should be the objective for the European card industry. 

Whereas a migration period might be required as 2 main approaches are currently in use for 
security evaluation (at least, for the POI), experience has demonstrated that migration does not 
generate disruption from an operational point of view. 

As the objective of the EPC approach is to create a level playing field for all vendors, there should 
be no objection from competition authorities under the currently available interpretation of 
competition rules. 

The 2 main approaches for POI security evaluation are: 

• The semi-formal processes elaborated by e.g. PCI SSC, Currence, ZKA, ... 

• The Common Criteria formal process based on ISO15408. 

The Common Criteria has built-in management and control processes to perform the evaluations 
which are already well accepted for card evaluation.  

Expert work has already been initiated to make the Common Criteria process for POIs a reality. 

EPC will support the process of translating the SEPA security requirements (PCI POS PED 2.0 
and EPC Plus) to the Common Criteria approach, with the POI Security requirements being 
described in the terms of a Protection Profile. 

An objective comparison exercise of the pros and cons of CC and PCI (+ EPC Plus) has been 
carried out by the EPC in 2009.  A convergence between the methodology used by PCICo and the 
CC methodology remains a long-term ambition of the EPC. 
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The guiding architecture for certification to be established is described below: 

 
FIGURE 45 THE APPROACH TO SECURITY EVALUATION, TESTING AND CERTIFICATION 

The process relies on the following roles: 

• The role of a "Certification Authority", which mainly assesses the evaluation 
reports, ensures comparability of the evaluation process towards the SEPA rules and 
issue certificates.  

• The role of an "Evaluator or Test Laboratory", which mainly perform the compliance 
testing on the basis of an interoperability test set and security requirements and issue a 
test report to the vendor. 

• The role of "Vendors", which requests and in the end receives an interoperability 
and/or security certification. 

• The role of a "Certification Management Body" explained below. 

The infrastructure to oversee the European certification process (the “Certification Management 
Body”) will be responsible for formally accrediting certification authorities who will ensure 
laboratory integrity, evaluation and certification against the EPC Requirements. The principles 
underpinning the governance of this body are: 

• Regulators should be part of the governance of this body (e.g. the Eurosystem). 

• Further membership will be drawn from representative stakeholders from the banking 
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and retail sectors. 

• However, as this body will be dealing with highly sensitive matters, both organisations 
wishing to join and individuals representing these organisations will be subject to a 
security vetting process. This process will be defined in liaison with the appropriate 
authorities. 

• Business will be conducted along formal lines similar to those used by standards 
bodies such as ISO (e.g. embodying defined consultation periods) and with clearly 
defined arrangements regarding confidentiality. 

• Business will be conducted in a way that is scheme-independent, vendor-independent 
and test laboratory-independent. 

• As with all EPC standards all related intellectual property rights will rest with EPC.  

This Certification Management Body should, of course, not be responsible for the choice of 
security requirements and evaluation methodologies. 

The Certification Management Body will also be responsible for overseeing the procedures 
defining during the (as short as possible) migration period how devices certified under one process 
can be accepted by schemes who have acknowledged a different process – i.e. to achieve mutual 
recognition. Over time the need for mutual recognition should become redundant as a result of 
market-led convergence.  

Finally EPC will continue to seek a structured representation within the global certification bodies 
in order notably to achieve recognition for the Common Criteria evaluation applied to the EPC 
Security Requirements under the PCI-PED process and allow for effective harmonised SEPA 
certification. 

 




