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1 DISCLAIMER & CHANGE HISTORY

1.1 Disclaimer

This document of the European Payments Council has been updated with the contribution of
members and experts of the Cards Stakeholders Group amongst which representatives of the CIR
community.

This document should be seen as a major achievement in the EPC efforts to standardise cards
within SEPA. It aims to respond to the expectations of the European Regulators.

It is a major building block in the continuous and structured dialogue that is being set up with
the cards stakeholders in SEPA in order to define together the implementation steps and to
maintain this standardisation document.

- J

1.2 Document Change History

Version Dated Reason for revision

number

3.0 05.12.2008 | Resolution covering the Volume approved at 17 December 2008
Plenary and announcing some editorial changes in the upcoming
months

3.1 17.02.2009 | IPR issues - Part 2 (annexes not published)

3.2 02.03.2009 | Migration of some contents of Part 2 into Part 1 (definitions, A2l study

on 1SO 20022)

3.2.1 15.03.2009 | Layout and corrections

35 31.07.2009 | Version for public consultation

4.0 18.12.2009 | Version approved by the EPC Plenary 16 December 2009
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2 GENERAL

2.1 Introduction

This document builds on the SEPA Cards Framework that has been available since March 2006

and has

contributed through the formulation of policy guidelines to setting the foundations for the

SEPA for payments and cash withdrawals with cards. The ambition of the present document is

again to

set foundations, this time for interoperability and gradually convergence of the technical

standards which underpin the end-to-end card value chain.

Achieving greater standardisation in the European card world is a necessity going forward, yet a
formidable challenge. When undertaking this task a number of at times conflicting dimensions
have to be reconciled:

The often-excellent service experienced by both cardholders and merchants may not be
disrupted. As far as notably cardholders are concerned, greater standardisation must
remain almost transparent to them.

Retailers have significantly invested in and deployed POI equipment and related software
applications. Of course the depreciation deadlines of these equipments up to now reflect
more individual decisions than any grand European vision. In addition, in a number of
countries, retailers have just completed a migration to EMV.

Equally retailers are not one. The different requirements of their multiple professions and
sectors result in specificities, which must be translated into the products, they deploy.

Manufacturers appreciate a dose of standardisation, yet want also to be able to
differentiate their ware from each other, and take advantage of innovation, in order to
compete in the marketplace.

Policy makers and regulators harbour significant expectations from standardisation:
economies of scale achieved thanks to standard equipment certified and deployable at
European level should decrease costs and make payments with cards an even more
attractive proposition.

Finally Europe is not an island. Standards for cards are not only decided in Europe, and
stakeholders in Europe are concerned about the compatibility beyond Europe’s borders of
the solutions they propose and/or implement.

EPC020-08 SEPA Cards Standardisation VVolume - Book of Requirements V4.0 5
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This document is the attempt to reconcile these challenges, by offering to all stakeholders a
pragmatic path:

1. A set of business and functional core requirements (“EPC standards”) across the cards
value chain including principles and a framework for certification with the objective to first
achieving mutual recognition of certificates, and later single, Europe-wide certification. It
will be up to each market participant to decide whether to make use of these standards, yet
those who do will be able - as a result of a self-assessment process - to avail themselves of
being SCF-compliant.

2. These EPC standards will represent foundation stones on which market participants will be
able to develop implementation standards to meet the specific needs of the various market
segments, and allow for competition. It will be the responsibility of each provider to
ensure that these implementation standards are effectively compatible with the standards
referred to above.

Market dialogue and acceptance are key concepts leading us in the procedure.

The Volume has been submitted 3 times to consultation, first in a public procedure (3 months till
18™ August 2008), with 61 responses received and a second one, reduced in time (1 month -
October 2008) and in scope (only the respondents to the first consultation). It has also been
submitted to consultation from July 31 2009 to October 31 2009 following the addition of Card
Not Present transactions description. Responses received during those consultations were analysed
one by one. A document consolidating a summary of all responses of this last consultation together
with their actual status will be publically available on the EPC website. The most relevant and
urgent are incorporated in this version of the Volume, for approval by the Plenary of the European
Payments Council at the end of 2009, and subsequent general publication for adoption and
implementation by the market. Future versions of this Volume will allow enriching it with
additional aspects.

In parallel, the European Payments Council has initiated a structured dialogue with the relevant
stakeholders, in order to identify the principles for the possible adoption and implementation paths
and timelines throughout Europe. This has led to the creation of the Cards Stakeholders Group.

EPC020-08 SEPA Cards Standardisation VVolume - Book of Requirements V4.0 6



.. European
** Payments Council

Version 4.0

2.2 Scope, objectives of EPC work on cards standardisation

2.2.1 Context

The objective of the SEPA Cards Framework (SCF)" is to establish high level principles and rules
which when implemented by banks, schemes, processors and other stakeholders such as merchants
and retailers, will enable European customers to use general purpose cards to make payments and
cash withdrawals in euro throughout the SEPA area with the same ease and convenience than they
do in their home country.

The SCF acknowledges that a further piece of work is required so that the commitment to
cardholders that there are “no differences whether they use their card(s) in their home country or
somewhere else within SEPA” is delivered in the most efficient manner by banks and schemes.
The necessity for deeper standardisation has also been highlighted by European policy makers.

2.2.2 Scope

The scope of EPC’s work on cards standardisation in general, and of the present Volume in
particular, is the definition and description of SEPA Cards Standards for the card payment and
cash withdrawal services, provided or implemented by the different stakeholders like SCF
compliant card schemes, issuers, acquirers, processors, vendors, merchants, etc.

2.2.3 Objectives

The "SEPA Cards Standardisation Volume - Book of Requirements™ objective is to deliver
consistent cardholders experience through harmonised functional and security requirements for
cards services in scope of this Volume.

It will also provide a Certification Framework which will enable SCF compliant certification.

The functional and security requirements and the certification framework are called the “SEPA
Cards Standards”. They also include functional architecture, description of processing flows and
data elements definitions and use.

In line with the SEPA Cards Framework, these SEPA Cards Standards represent a commitment
from the banking payment industry for adoption and implementation. The banking payment
industry calls upon all other relevant parties throughout the card payment value chain (merchants,
vendors, processors, card schemes, etc.) also to adopt and implement these SEPA Cards Standards.

! In case of any doubt or conflict, the terminology and meaning of the SCF prevails on any terminology or meaning of
the present document.
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2.2.3.1 Impact on the different stakeholders
Stakeholders in cards payments are notably: card schemes, cards & card acceptance solutions
vendors, merchants, acquirers, processors, infrastructures, issuers, certification entities.

Any stakeholder wishing to present himself as SCF compliant will have to comply with the SEPA
Cards Standards. It remains however any stakeholder’s business decision to select, depending also
on the environment, business interest, etc., which services or options it implements.

2.2.3.2 Implementation of the SEPA Cards Standards

After the publication of this version of the EPC Cards Standards Volume, EPC will work with
merchants, vendors and other stakeholders within the Cards Stakeholders Group to lay out a
possible implementation path for the standards described in this VVolume.

2.2.4 Implementation standards

The present version of the SEPA Cards Standards does not include implementation standards. The
choice of implementation standards in line with the SEPA Cards Standards is up to the
stakeholders. It will continue to be up to stakeholders to develop implementation standards which
will allow for differentiation and ensure lively competition in the market, and innovation.

The EPC expects the implementation standards to meet the following criteria:
= Compliance with the SEPA Cards Standards

It will be the responsibility of each provider of implementation standards to ensure that
they are effectively compatible with the SEPA Cards Standards.

= Publicly available
= Royalty free

= Open standards

2.3 Governance and maintenance for EPC work on card standardisation

These issues are to be covered in a separate document which will be discussed within the EPC and
with the Cards Stakeholders Group.

EPC020-08 SEPA Cards Standardisation VVolume - Book of Requirements V4.0 8
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2.4 Standardisation VVolume consultation and validation process

These issues are to be covered in a separate document which will be elaborated with the Cards
Stakeholders Group.

2.5 Intellectual property, copyright aspects related to the contents of the Volume

Readers including potential and actual users of this SEPA Cards Standardisation Volume
acknowledge that any copyright to the VVolume belongs to the EPC. Neither readers nor potential
and actual users of this SEPA Cards Standardisation VVolume shall assert contrary claims, or deal
with the SEPA Cards Standardisation VVolume in a manner that infringes or is likely to infringe the
copyright held by the EPC in the SEPA Cards Standardisation VVolume.

Part of the documents included in this SEPA Cards Standardisation VVolume may have been
originally produced — and may be or have been published — in whole or part by one or another of
the “initiatives” — or individual participants thereto - which participated to the EPC Cards
Standardisation Process.

When invited to participate in the EPC Cards Standardisation Process, participants in the said
initiatives were jointly informed and agreed that one of the primary objectives of the work
undertaken is to ensure that European banks and other stakeholders, including the schemes in
which they participate, have open and free access to, and free usage of, standardisation work
performed. In order to maximize efficiency all also acknowledged that the work to be undertaken
would capitalize to the greatest extent possible on existing initiatives, with the additional objective
to recognize the needs of all relevant stakeholders, coordinate work underway, agree deadlines and
monitor deliverables.

Whilst acknowledging the provenance of such material as originating with the said initiatives
and/or participants thereto, the intellectual property rights, copyright and rights of development
and disposal resides exclusively with EPC. EPC gratefully acknowledges the work of the said
initiatives and/or participants thereto in creating part of the original documentation and supporting
work.

EPC and all parties may make use of this material other than for commercial gain, provided that its
source, being EPC, is duly recognised.
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3 REFERENCES, ABBREVIATIONS AND DEFINITIONS

3.1 References

[EMV] EMV Integrated Circuit Card Specifications for Payment Systems, Version
4.2, June 2008

[EMV B1] EMV Integrated Circuit Card Specifications for Payment Systems, Book 1,
Application Independent ICC to Terminal Interface Requirements, Version
4.2, June 2008

[EMV B2] EMV Integrated Circuit Card Specifications for Payment Systems, Book 2,
Security and Key Management, Version 4.2, June 2008

[EMV B3] EMV Integrated Circuit Card Specifications for Payment Systems, Book 3,
Application Specification, Version 4.2, June 2008

[EMV B4] EMV Integrated Circuit Card Specifications for Payment Systems, Book 3,
Cardholder, Attendant, and Acquirer Interface Requirements, Version 4.2,
June 2008
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4.3.2.10 Completion

FIGURE 38 COMPLETION
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4.3.2.11 Data capture
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FIGURE 39 DATA CAPTURE — THROUGH AUTHORISATION MESSAGE
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FIGURE 40 DATA CAPTURE — THROUGH ADVICE MESSAGE
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FIGURE 41 DATA CAPTURE — THROUGH FILE TRANSFER

4.3.2.12 Reconciliation
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FIGURE 42 RECONCILIATION - TERMINAL TO ACQUIRER
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FIGURE 43 RECONCILIATION — ACQUIRER TO ISSUER
4.3.2.13 Financial Presentment
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4.4 Functional Requirements

This section expresses core functional requirements for SEPA compliance for cards, POl Applications and

protocols.

The functional requirements for POl Applications are only applicable, if the respective

application implementation supports the Card Service and/or Function addressed by the requirement.

441

Req C1:

Req C2:

Req C3:

Req C4:

Req C5:

Card Functional Requirements for Cardholder Present Transactions

Cards shall be EMV compliant. The Card-to-Terminal communication shall be compliant
with [EMV B1]. The functionality (commands and data structure) implemented by Card
Applications shall comply with the relevant requirements in [EMV].

Card Applications shall include the Language Preference data element. It is recommended
that this data element also includes English.

Cards shall support Application Selection through PSE®.

Card Applications shall support PIN as CVM. Other CVMs as defined by [EMV] may also
be supported.

Card Applications shall support Offline PIN and Online PIN.

Today Card Applications that support Offline PIN may support either Offline PIN — Clear
text or Offline PIN — Encrypted.

Card Applications shall support Online Authentication.

Card Applications that support offline transactions shall support Offline Card
Authentication.

Today Card Applications that support Offline Card Authentication shall support DDA,
SDA or both and may support CDA.

¥ EMVCo optional “Payment System Environment”
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4.4.2 Card Functional Requirements for Remote Transactions'

The following requirements apply to cards that are intended for the use in remote transactions.

Req Cé:

Req C7:

Req C8:

Req C9:

Req C10:

Req C11:

Cards shall be a physical card or virtual card.

For physical cards that are intended for the use in remote transactions based on Manual
Entry of card data, the PAN and the Expiration date shall be written on the front or on the
back of the card.

For virtual cards, the PAN and the Expiration date shall be given to the cardholder on a
secure way (home banking screen, ...).

A card issuer may decide that the use of a physical card should be protected by a remote
cardholder verification launched by 3D-Secure system..

The delivery of a virtual card shall be protected by a cardholder verification. Depending
issuer choice, the usage of a virtual card could be limited (numbers of payment, maximum
amount, special merchant, special timeslot, ...).

All cards - physical as well as virtual - shall include a Card Security Code.

For physical cards, the Card Security Code may be a static value written on the back or on
the front of the card. The issuer can also deliver to the cardholder a dynamic value of this
data on a secure way. This delivery shall be protected by a cardholder verification. The
Card Security Code can also be generated by the chip of the card.

For virtual cards, the Card Security Code shall be given in the same time with the PAN, and
the Expiration date on the same secure way (see Req C8).
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443

POI Functional Requirements for Cardholder Present Transactions

4431 General

Req T1:

Req T2:

Req T3:

Req T4:

Req T5:

Req T6:

Req T7:

Req T8:

Req T9:

Any POI Application shall be built on an EMV kernel compliant with [EMV].

The POI Application shall support Application Selection through PSE (“Payment System
Environment”).

It shall be possible to configure the Card Services, the Application Profiles and the
Functions, when applicable. In particular it shall be possible to configure the POI
Application to include or omit specific Card Services and Functions.

One of the supported Card Services shall be configured as the default Card Service.

The POI Application shall support at least a local language and English for the cardholder
display. English only is allowed if English is the local language.

A list of cardholder messages for all European languages is maintained by and available
from the EPC.

The POI Application shall support updating of text tables for cardholder display languages.

It shall be possible to configure the default language for the cardholder display and there
shall always be one language set to be the default language.

Refund and Cancellation Services shall not be supported on unattended POls.

Attended POls shall be protected from unauthorised use of the Refund and the Cancellation
Services.
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Req T11:

For the unattended POI, independent of the level of integration between the sales system
and the payment POI, there is a need for communication between the two logical units
formed by the sales system and the payment POI. At least the following communications
shall be supported by the unattended payment POI:

e Communication to request a transaction, including the transaction amount and
Transaction Type if applicable, from the sales system to the payment POI.

e Communication of the authorisation result, including authorised transaction amount if
applicable, from payment POI to sales system.

e Communication of the result of delivery of goods or services, including the final
amount, from the sales system to the payment POI.

In addition the following communication should be supported by the unattended payment
POI:

e Communication of card presence from payment POI to sales system.

The POI Application shall allow to process transactions with different acquirers (potentially
on a transaction by transaction basis).

4.4.3.2 Transaction Initialisation

Req T12:

Req T13:

Req T14:

Req T15:

Req T16:

A Card Service is always configured as the default Card Service, e.g. the Payment Service
(see Req. T4). For attended POls, if the default Card Service is not the required Card
Service, the attendant shall be able to select the required Card Service from the list of Card
Services that are activated. Otherwise, the default Card service is the selected Card Service.

For transaction initialisation the cardholder display shall always display a message, called
Welcome Message, to the cardholder, the contents of which will depend on the selected
Card Service.

The Welcome Message shall be shown only in the currently selected language if the default
language was manually overridden. Otherwise the Welcome Message shall be shown in the
default language and English (or in the default language only if it is English). If the display
is not capable of showing the Welcome Message in two different languages at the same
time, it shall alternate between the two.

The transaction on attended POls shall be initiated either by attendant action or by card
insertion.

The transaction on the unattended POI shall be initiated by card insertion or by external
activation.
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For unattended POls capable of, and configured for, printing a transaction receipt, if the
POI knows in advance that it cannot print a transaction receipt, it shall inform the
cardholder that no receipt can be printed and offer the choice to continue or abort the
transaction.

4.4.3.3 Payment and Deferred Payment Services

In the following requirements, when the word "Payment" is used, "Payment" or "Deferred
Payment"” is meant if not stated otherwise.

4.4.3.3.1 Technology Selection

Req T18:

Req T19:

Req T20:

Req T21:

Req T22:

Req T23:

Req T24:

For Payment, chip processing shall be supported and shall be attempted first.

It shall be possible to configure whether the POl Application supports magnetic stripe
processing for Payment.

The POI shall display a message to use the chip, if all of the following are true: A card is
swiped and the service code within Track 2 indicates that chip processing is supported by
the card and there has not been an attempt to read the chip during the current transaction.

If a card is inserted in the chip reader of a POI with separate readers or in a hybrid reader,
the POI Application shall recognise this and shall initiate reset processing according to
[EMV].

If a card is inserted in the chip reader of a POl with separate readers or in the hybrid reader,
and if the reset processing is unsuccessful, and if the POI Application allows for additional
re-reading of the chip, a message shall be displayed to retry the chip.

If a card is inserted in the chip reader of a POl with separate readers or in the hybrid reader,
and if the chip technology does not work and if the magnetic stripe acceptance technology
is supported for Payment, and if fallback to magnetic stripe is allowed, the POI Application
shall allow to initiate magnetic stripe processing

Fallback transactions shall be sent online for authorisation and should be identified as a
fallback transaction to the issuer.
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4.4.3.3.2 Application Selection

Req T25: Application selection must follow EMV rules.*

4.4.3.3.3 Language Selection for attended POI

Req T26: If the card's Language Preference is present in the card, the selection of the language in
which the messages for the Cardholder are displayed, shall be performed according to
[EMV] and the POI Application shall use from that moment on the cardholder display the
language with the highest preference that it supports.

Req T27: If the card's Language Preference is not present in the card, or if the POl Application does
not support any of the languages in the card's Language Preference, the POl Application
shall continue to use the currently selected language.

Req T28: If the POI Application offers the option to the attendant or the cardholder to override the
default language and to select one of the languages supported by the POI for the cardholder
display, then this shall only be possible prior to the start of the transaction. In this case, the
chosen language shall become the only language supported (and therefore become the
currently selected language) by the POI for the duration of this transaction. Otherwise the
default language shall be the currently selected language.

Req T29: For attended POI, the messages for the attendant shall be displayed in the local language.

4.4.3.3.4 Language Selection for unattended POI

Req T30: If the language is selected on the sales system before the start of the financial transaction,
the unattended POI shall receive this language and use it for the whole transaction.

Req T31: If the transaction is initiated by inserting the card, and a preferred language is found in the
card, then the unattended POI shall provide the language to the sales system. Even in this
case, if the language is selected on the sales system, the POI shall receive the selected
language and use it for the whole transaction.

Req T32: If the unattended POI device does not receive a language from the sales system, or if the
language that the unattended POI receives is not supported by the POI, then the POI shall
perform card language preference management as described in T26 and T27 with default
language as currently selected language.

*  Application selection should also follow the rules and gquidance provided in the SCF

(http://www.europeanpaymentscouncil.eu/knowledge bank_detail.cfm?documents_id=18) and the related Q&A
(http://www.europeanpaymentscouncil.eu/knowledge bank_detail.cfm?documents_id=132 .
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4.4.3.3.5 Card Authentication

Req T33:

With the exception of online-only POls, the POI Application shall support all off line card
authentication methods as defined in [EMV].

4.4.3.3.6 Cardholder Verification

Req T34:

Req T35:

Req T36:

For POIs having a PIN Pad, the POI Application shall be able to support PIN as CVM.
Other CVMs as defined by [EMV], including "No CVM required”, may also be supported,
except that for unattended POls, Signature CVM and Combined CVM containing Signature
shall not be supported.

For offline-only POls the POl Application shall support Off-line PIN.

For offline with online capability POls the POI Application shall support Off-line PIN and
may support, in addition, On-line PIN.

For online-only POls the POl Application shall support Off-line PIN, or On-line PIN or
both.

Today POls that support Offline PIN shall support both, Offline PIN — Clear text and
Offline PIN — Encrypted.

It shall be possible to configure the supported CVMs per Application Profile.

The POI Application shall not support PIN Bypass.

4.4.3.3.7 Amount Processing

Req T37:

Req T38:

Req T39:

Req T40:

For attended POls that support Payment with increased amount, it shall be possible to
configure the POI to support the addition of a gratuity to be entered and confirmed by the
cardholder.

For payment, the cardholder shall be able to confirm the transaction amount. If PIN is
required, the confirmation of the amount shall happen together with PIN entering.

It shall be possible to configure per Application Profile whether the transaction amount
shall be checked against a minimum allowed amount and/or a maximum allowed amount.

For unattended POls, if the transaction amount is defined before the delivery of the goods
or service, the amount used to process the transaction shall be the actual amount.
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For Deferred Payment, the unattended POI shall use as transaction amount for authorisation
either a predefined amount available in the POI Application, or an amount available and
provided by the sales system (e.g. a selected amount). The predefined amount shall may be
configurable per Application Profile.

4.4.3.3.8 Authorisation

Req T42:

Req T43:

Req T44:

For chip-based transactions, if it is not possible to perform an authorisation exchange, the
EMV Unable-to-go-online processing shall be performed with the following extension. If
the POI requests an approval, and the card approves the transaction, and the amount
exceeds the POI floor limit, the POl Application shall be configured to either approve the
transaction (or for attended POls perform a voice authorisation according to scheme rules)
or decline. Approval, Voice Authorisation or decline shall be configurable per Application
Profile.

If the Authorisation Response Code indicates that the online-PIN entered did not verify
correctly ("Wrong PIN"), the transaction shall be declined and there shall be no online PIN
re-entry allowed within this transaction.

For Deferred Payment, the authorisation response may return a lower authorised amount.
In any case the unattended POI shall always return the actual authorised amount to the sales
system.

4.4.3.3.9 Referral Process

Req T45:

Req T46:

Req T47:

Req T48:

If the attended POI supports referrals, then it shall support it for EMV and magnetic stripe
processing.

Unattended POls shall not support referrals. If the POI receives a request for referral it
shall decline the transaction.

For attended POls that support referrals, if a request for referral is received, in case of a
chip based transaction, chip processing shall be terminated by requesting a decline from the
card and (in all cases) a message shall be displayed requesting the removal of the card. The
phone number to be called shall be displayed to the merchant for a voice authorisation. It
shall then request an approval code to be manually entered. If no approval code is entered,
the transaction remains declined. If an approval code is entered, the transaction shall be
approved.

Entering an approval code shall be protected against unauthorised use.
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4.4.3.3.10 Transaction Completion and Capture

Req T49: The attended POI shall print a transaction receipt for the cardholder if configured for the
Application Profile. The transaction receipt may be combined with the sales receipt.

The minimum content of the transaction receipt will be published later.

Req T50: If the transaction (approved, declined or aborted) is not immediately online-captured, it
shall be logged in the POI.

Req T51: The POI Application shall be configurable per Application Profile to send a completion
message, either never, or always, or only if requested in the online approval.

Req T52: If the unattended POI is capable of, and configured for, printing receipts, it shall offer a
receipt to the cardholder. The transaction receipt may be combined with the sales receipt.

Req T53: To prevent the cardholder from leaving the card in the unattended POI, card removal shall
always be processed prior to goods or service delivery.

Req T54: The unattended POI shall send a message to the sales system to indicate the transaction
result. The unattended POI shall receive the delivery result, including the final transaction
amount if available, from the sales system.

Req T55: For Deferred Payment, the unattended POI shall receive the delivery result from the sales
system, including the final amount which must be lower than, or equal to, the authorised
amount. If the transaction was authorised online, a notification of the final amount shall be
sent online. The clearing data shall always include the final amount.

Req T56: One of the following methods or combinations thereof, of transferring the payment
transactions to an Acquirer shall be supported:

¢ Online capture through the authorisation message.
¢ Online capture through a completion message sent after each transaction.

e Batch capture through file transfer or transaction by transaction.
4.4.3.3.11 Reversal
Req T57: A transaction declined or aborted after online approval, must be reversed.

Req T58: For Payment, if the actual amount was authorised (not applicable to Deferred Payment) but
no goods or service could be delivered, the unattended POI shall receive an indication of
this from the sales system. If the transaction was authorised online, the POI shall then
perform a reversal to nullify the original authorisation.
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For Payment, if the actual amount was authorised (not applicable to Deferred Payment) but
not all the goods or service could be delivered, the unattended POI shall receive an
indication of this from the sales system, including the reduced amount. If the transaction
was authorised online, the POI shall then perform a partial reversal. The captured data shall
always include the final amount.

4.4.3.3.12 Other Requirements

Req T60:

Req T61:

Req T62:

Req T63:

Req T64:

For attended POls, if the POI is off line with online capability, it shall be possible to
configure the POI Application to allow/not allow the attendant to force a transaction online.

Forcing a transaction to go online shall not be supported on unattended POls.

For attended POls, if the POI is off line with online capability or online-only, it shall be
possible to configure the POl Application to allow/not allow the attendant to force a
transaction to be approved.

Forcing a declined transaction to be accepted shall not be supported on unattended POlIs.

Forcing a declined transaction to be accepted shall be protected against unauthorised use.
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4.4.4 POI Functional Requirements for Remote Transactions

4441 General

Req T65:

Req T66:

Req T67:

Req T68:

Req T69:

Req T70:

For Secured Electronic Commerce, any POI Application shall support 3D-Secure payment
architecture..

It shall be possible to configure the Card Services, the Application Profiles and the
Functions, when applicable. In particular it shall be possible to configure the POI
Application to include or omit specific Card Services and Functions.

The POI Application shall support at least English for the dialog with the cardholder.

The list of cardholder messages for all European languages maintained by and available
from the EPC (see Req. T5) can be used where applicable.

If supported, Refund and Cancellation Services shall be initiated by the attendant only.
These services shall not be initiated by the cardholder.

Refund and Cancellation Services shall be protected from unauthorised use.

The POI Application shall allow to process transactions with different acquirers (potentially
on a transaction by transaction basis).

4.4.4.2 Transaction Initialisation

Req T71:

Req T72:

If more than one Card Service is activated, the cardholder shall be able to select the
required Card Service from the list of Card Services that are activated. Otherwise, the only
activated Card service is the selected Card Service.

The POI shall inform the cardholder upon the payment products accepted for the Card
service selected. An application profile configuration shall be associated with each payment
product.
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4.4.4.3 Payment Service

4.4.4.3.1 Application selection

Req T73:

The cardholder shall select one of the payment products shown by the POI that matches one
of the payment product logos set on his payment card (physical or virtual card).

4.4.4.3.2 Language selection

Req T74:

Req T75:

If any language is selected on the sales system before the start of the financial transaction,
the POI shall receive this language and use it for the whole transaction

If the POI does not receive any language from the sales system, or if the language that the
POI receives is not supported, the POI shall use its own language selection. If not, it shall
perform the whole transaction in English language as a minimum

4.4.4.3.3 Card data retrieval

Req T76:

Req T77:

The POI shall display a payment form to the cardholder (e-Commerce), or to the attendant
(MOTO). This form shall allow to enter the PAN, the Expiration date, and the Card
Security Code. The POI shall ask for confirmation of the information provided.
The POl may support automatic reading of the card data from the chip if a reader is
connected to the customer device.

Additional features provided by the issuer (such as wallet, ...) may be used to fill the
payment form automatically on e-Commerce. These features are out of the scope of the
current specification.

When the payment form is displayed to the cardholder, or to the attendant, through an open
network, especially like internet with the use of a browser, the POl must use a secure
protocol such as SSL/TLS to secure the sending of the payment card information to the
POI.

4.4.43.4 Card Authentication

Req T78:

Card authentication is performed through the verification of the Card Security Code by the
issuer.
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4.4.4.3.5 Cardholder Verification

Req T79: For Secured Electronic Commerce, the Issuer has to authenticate the cardholder as part of
the 3D-Secure transaction.

When virtual Card data elements are used, the issuer shall perform cardholder verification
before providing these data elements.

Req T80: For MOTO, the cardholder may be verified only if Virtual Card Data elements system is
used by the cardholder.

4.4.4.3.6 Amount processing
Req T81: The cardholder shall be able to confirm the transaction including the transaction amount.

Req T82: It shall be possible to configure per Application Profile whether the transaction amount
shall be checked against a minimum allowed amount and/or a maximum allowed amount.

4.4.4.3.7 Authorisation

Req T83: The POI must perform an authorisation exchange. If it is not possible, the transaction has to
be declined by the POI.

Req T84: For e-Commerce, the POI has to set in the authorisation message all accurate information
describing where the 3D-Secure payment process finishes (Cardholder verified, card not
enrolled, ...). As a result, the issuing bank can take the right decision according the 3D-
Secure card status, and the 3D-Secure payment process executed on the POI.

Req T85: If the POI receives a request for referral, and if it doesn’t support this feature, it shall
decline the transaction.

Req T86: The POI shall send the Card Security Code entered/read on the POI in the authorisation
message.

4.4.4.3.8 Referral Process

Req T87: The merchant shall put the transaction in a pending list, waiting for a referral to be made.
In this case, it shall inform the cardholder of the duration of this process. If the cardholder
agrees, the payment session is closed, waiting for back office processing. Otherwise, the
transaction is declined.
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Req T89:

Req T90:

The merchant shall communicate to the cardholder the final status for the transaction
(approved, or declined) after the processing of the transaction. If the payment duration
expires, without any decision, the merchant shall ask the cardholder if he always want to
pursue the transaction.

The phone number to be called shall be displayed to the merchant for voice authorization.
It shall then request an approval code to be manually entered. If no approval code is
entered, the transaction remains declined. If an approval code is entered, the transaction
shall be approved.

Entering an approval code shall be protected against unauthorised use.

4.4.4.3.9 Transaction Completion and Capture

Req T91:

Req T92:

Req T93:

Req T94:

Req T95:

Req T96:

Req T97:

The POI shall display a transaction receipt to the cardholder after a successful authorisation
process. The transaction receipt may be combined with the sales receipt. For Telephone
Order transactions, at least a reference of the transaction shall be provided to the
cardholder.

The minimum content of the transaction receipt will be published later.

The payment receipt shall be sent as confirmation to the cardholder in an email, a mail, or
other ways according to the payment channel used.

The merchant shall send the payment receipt with the delivery, if any

In case of partial delivery the final amount shall be reduced and a new receipt shall be sent
to the cardholder.

If the transaction (approved, declined or aborted) is not immediately online-captured, it
shall be logged in the POI.

The POI Application shall be configurable per Application Profile to send a completion
message, either never, or always, or only if requested in the online approval.

The POI shall receive the delivery result from the sales system, including the final amount
which must be lower than, or equal to, the authorised amount (in case of goods not
available). If the transaction was authorised online, a notification of the final amount shall
be sent online. The clearing data shall always include the final amount.
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Req T98: One of the following methods or combinations thereof, of transferring the payment
transactions to an Acquirer shall be supported:

o Online capture through the authorisation message.

¢ Online capture through a completion message sent after each transaction.

e Batch capture through file transfer or transaction by transaction.
4.4.4.3.10 Reversal

Req T99: A transaction declined or aborted after online approval, must be reversed.

Req T100: In case of no goods or service delivery the POI shall then perform a reversal to nullify the
original authorisation and the cardholder shall be informed.

Req T101: In case of partial delivery the POI shall perform a partial reversal. The captured data shall
always include the final amount.

4.4.4.3.11 Other Requirements

Req T102: .Depending on the authorisation response code received, it shall be possible to configure
the POI Application to allow/not allow the merchant to force a transaction to be approved.

Req T103: Forcing a declined transaction to be accepted shall be protected against unauthorised use.
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445 POI Functional Requirements for Cardholder Present and Remote Transactions

4.45.1 Refund Service

Req T104:

The allowed maximum amount of the Refund Service shall be configurable.

4.45.1.1 Technology Selection for Refund

Req T105:

It shall be possible to configure the acceptance technologies supported by the POI
Application for Refund.

4.45.1.2 Processing

Req T106:

Req T107:

Req T108:

In the case of chip based transaction, the Refund shall follow EMV processing until the
Card Data Retrieval Function has obtained either the Track 2 equivalent data, or the PAN
together with the expiry date. The chip process shall be terminated by requesting a decline
from the card. The Transaction Amount given to the chip during the Refund should be zero
to avoid unnecessary risk management.

Whether the Refund shall be performed online or not shall be configurable per Application
Profile.

The transaction receipt shall clearly show that this is a refund and show the refund amount.

4.4.5.2 Cancellation Service

Req T109:

Req T110:

Req T111:

Req T112:

It shall be configurable per Application Profile which of the Card Services are cancellable.

A Cancellation is always performed for the full amount of the original transaction.

It shall be possible to configure whether Cancellations shall be restricted to the last
transaction processed at the POl or may be extended to any transaction not yet cleared to
the Acquirer or by the Acquirer to the issuer.

Every Cancellation transaction shall include a (set of) data element(s) uniquely referencing
the original transaction.
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4.45.2.1 Technology Selection for Cancellation

Req T113:

It shall be possible to configure the acceptance technologies supported by the POI
Application for Cancellation.

4.45.2.2 Processing

Req T114:

Req T115:

Req T116:

In the case of chip based transaction, the Cancellation shall follow EMV processing until
the Card Data Retrieval Function has obtained either the Track 2 equivalent data, or the
PAN together with the expiry date. The chip process shall be terminated by requesting a
decline from the card. The Transaction Amount given to the chip during the Cancellation
should be zero to avoid unnecessary risk management.

If the original transaction cannot be recognised by the POI or has been already captured to
the Acquirer, the cancellation transaction shall either be declined or be performed online
according to the configuration of the Cancellation Service.

If the original transaction can be recognised by the POI and has not been captured to the
Acquirer, Cancellation shall be performed offline or online according to the configuration
of the Cancellation Service. This shall be configurable per Application Profile.

The transaction receipt shall show that this is a Cancellation and show the cancelled
amount.

4453 Pre-Authorisation Services

Support of the Pre-Authorisation Services requires support of Pre-Authorisation and Payment Completion
but not Update Pre-Authorisation (optional)

4.45.3.1 Pre-Authorisation

Req T117:

Req T118:

Req T119:

Req T120:

Pre-Authorisation shall follow the same process as the Payment Service for all available
acceptance technologies, but using its own configuration.

For attended or remote POls, the merchant shall set an estimated amount which is based on
known or expected expenses.

The unattended POI shall receive the amount from the sales system, which could be an
estimated amount, or be based on known or expected expenditure.

The cardholder display shall clearly indicate that the amount is an estimated amount.
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Req T121:

Req T122:

Req T123:

Req T124:

Req T125:

Req T126:

Req T127:

44532

Req T128:

Req T129:

Req T130:

Req T131:

Req T132:

Req T133:

Req T134:

The Pre-Authorisation shall include the validity period that this Pre-Authorisation is to
remain valid. The POI Application can be configurable to allow this value to be entered by
the attendant (attended POI or remote environment) or a system external to the POI (e.g. the
sales system for unattended POISs) or to be a configurable default value.

The transaction receipt, if any, shall show that this is a Pre-Authorisation performed and
show the estimated amount.

A Pre-Authorisation shall be online to the issuer in order to reserve the funds.
Pre-Authorisations approved by the issuer shall not be captured.

Approved Pre-Authorisations shall be stored for performing subsequent steps (i.e. Update
Pre-Authorisation, Payment Completion), either in the POI or in a system external to the
POI.

It shall be possible for attended POIls to cancel approved Pre-Authorisations with the
Cancellation Service. Approved Pre-Authorisations shall be cancelled online.

Cancelling approved Pre-Authorisations shall not be supported on unattended POls.

Update Pre-Authorisation

Update Pre-Authorisation shall follow the same process as the Payment Service for all
available acceptance technologies, but using its own configuration.

Acceptance technology for Update Pre-Authorisation may be different from the Pre-
Authorisation (or previous Update Pre-Authorisation) acceptance technology.

An Update Pre-Authorisation shall include a (set of) data element(s) uniquely referencing
the previous Pre-Authorisation (or Update Pre-Authorisation) to which it relates.

Update Pre-Authorisations shall only be allowed while the previous Pre-Authorisation (or
Update Pre-Authorisation) is still valid.

An approved Update Pre-Authorisation shall cancel and replace the previous Pre-
Authorisation (or previous Update Pre-Authorisation).

An Update Pre-Authorisation shall be online to the issuer.

Update Pre-Authorisations approved by the issuer shall not be captured.
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Req T135:

Req T136:

Req T137:

Req T138:

Req T139:

Req T140:

Req T141:

44533

Req T142:

Req T143:

Req T144:

Req T145:

Req T146:

Req T147:

Approved Update Pre-Authorisations shall be stored for performing subsequent steps (i.e.
Update Pre-Authorisation, Payment Completion), either in the POI or in a system external
to the POI.

An Update Pre-Authorisation shall include the new estimated amount and/or validity
period.

The cardholder display shall clearly indicate that the amount is a new estimated amount
replacing the previous one.

The transaction receipt, if any, shall clearly show that this is a new Pre-Authorisation
performed and show the new estimated amount and indicate that it is replacing the previous
one.

If the Update Pre-Authorisation is declined by the issuer, then the previous Pre-
Authorisation (or Update Pre-Authorisation) shall remain unchanged.

It shall be possible for attended POls, to cancel approved Update Pre-Authorisations with
the Cancellation Service. Approved Update Pre-Authorisations shall be cancelled online.

Cancelling approved Update Pre-Authorisations shall not be supported on unattended POls.

Payment Completion

A Payment Completion may be done only if the final amount is equal to or below the
estimated amount of the previous Pre-Authorisation (or Update Pre-Authorisation),
potentially including a configurable overspend percentage (according to scheme rules).

Payment Completion may be performed in all acceptance environments and in all
acceptance technologies, using its own configuration. Acceptance Environment and
acceptance technology for Payment Completion may be different from the previous Pre-
Authorisation (or Update Pre-Authorisation) acceptance environment and technology..

A Payment Completion shall be linked to the previous Pre-Authorisation (or Update Pre-
Authorisation) to which it relates.

A Payment Completion shall only be allowed while the previous Pre-Authorisation (or
Update Pre-Authorisation) is still valid.

The POI Application shall be configurable to either perform online capture by sending a
completion message immediately after the Payment Completion, or perform batch capture
through file transfer or transaction by transaction.

A Payment Completion shall include the final amount.
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Req T148:

Req T149:

Req T150:

Req T151:

The POI display shall clearly indicate that the amount is the final amount.
The transaction receipt, if any, shall show that this is a payment and show the final amount.

It shall be possible for attended POls, to cancel a Payment Completion with the
Cancellation Service.

Cancelling a Payment Completion shall not be supported on unattended POls.
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4.4.6 Protocol Functional Requirements

The term protocol is used to mean the data exchange messages that are used to perform the
different functions covered in this document (authorisations, financial presentments, reversals, ...).

Req P1:

Req P2:

Req P3:

Req P4:

Req P5:

Req P6:

Req P7:

Req P8:

Req P9:

Req P10:

The protocols shall support all Card services described in this document.

For implemented services, the protocols shall support all Data Elements as defined in this
document.

The protocols shall be independent of the communication channel.

The protocols shall support SEPA compliant schemes but should not exclude non SEPA
compliant schemes.

The protocols shall support all acceptance technologies as defined in this document.

The protocol and the communication layers shall support the security requirements on
integrity and confidentiality of the information conveyed as defined in this document.

The protocols shall support a unique message identification, so to be able to detect duplicate
messages.

The protocols should permit to transport additional data other than the ones defined in this
document.

The T2A protocol shall be designed to accommodate all types of POI architectures (e.g.
standalone POIs to high-end distributed POI systems).

The T2A protocol shall support all the following capture modes for transactions:

e  Online capture through the authorisation message

e  Online capture through a separate completion message

e  Batch capture through file transfer, or transaction by transaction
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Req P12:

Req P13:

Req P14:

Req P15:

The A2l protocol shall support all the following financial presentment modes for
transactions:

e  Online financial presentment through the authorisation message
e  Batch financial presentment through file transfer, or transaction by transaction

The T2A protocol shall support to send an online message which notifies the result of the
successful online authorisation, either never, or always, or only if requested by an entity in
the online approval.

The T2A protocol shall be designed to allow POIs to process transactions with different
acquirers (potentially on a transaction by transaction basis).

The T2A protocol shall be designed to support the configuration or reconfiguration of the
POl application.

The T2A protocol shall support independent configuration of several applications and
independent configuration of several acquirers for each application on the same POI.
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45 Data Elements Requirements

The purpose of this chapter is to define usage requirements for the Data Elements needed to
support the above card services and functions. Chapter 3.5.1 describes the purpose of these
data elements to ensure a common understanding of the data used across the different
domains (POI application, POI to acquirer exchanges, acquirer to issuer exchanges). The

corresponding usage requirements for the different services, functions and domains are
provided in chapter 3.5.2.
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4,5.1 Data Elements Description

This chapter describes the purpose of data elements for which usage requirements are provided in 3.5.2. Additional data elements may also be used when
implementing the services.

e Data element is defined in all versions 1SO 8583 (1SO 8583-1987, ISO 8583-1993, ISO 8583-2003) with the same bit number: One ISO reference is
mentioned in the table

e Data element is defined in all versions 1SO 8583 (ISO 8583-1987, ISO 8583-1993, ISO 8583-2003) with a different bit number: ISO reference is mentioned
for each version in the table

e Data element is not defined in all 1ISO 8583 versions: only 1SO reference for versions containing the data element are mentioned in the table

Data Element Name Purpose Remarks

Acquiring institution identification code Code identifying the acquirer or delegated entity The value can be scheme dependent

1SO 8583 DE (Data element) 32

Action code / Response code Shows the transaction result 1SO 8583 DE 39

Additional Capabilities Terminal Indicates the data input and output capabilities of the POI EMV 4.2 tag 9F40

Amount, authorised Authorised amount of the transaction EMV 4.2 tag 9F02
(excluding adjustments)

Amount, cardholder billing Amount billed to the cardholder in the currency of the cardholder | 1SO 8583 DE 6
account
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Data Element Name

Purpose

Remarks

Amount, fee

Amount of the fee for a specific fee type. Contained in the
amounts, fees data element.

1SO 8583-1987 : Amount, transaction fee

1SO 8583 DE 46

Amount, net reconciliation

The net reconciliation amount including fees when applicable

1SO 8583 DE 97

Amount, reconciliation Identifies the amount in the reconciliation currency minor unit 1SO 8583 DE 5
Amount, transaction Amount of the transaction in the currency used in the POI. 1SO 8583 DE 4
Amounts, additional Additional amounts detail for information 1SO 8583 DE 54

Amounts, fees

Fees associated with this transaction

I1SO 8583-1987 DE 28

1SO 8583-1993, 1SO 8583-2003 DE 46

Amounts, original

The amount data element from the original transaction. Permits to
keep the original amount.

1SO 8583-1993, 1SO 8583-2003 DE 30
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Data Element Name Purpose Remarks
Application cryptogram Cryptogram used between the ICC and the issuer for integrity The Application cryptogram is one of the following types:
proposal.
- Application  Authentication  Cryptogram
(AAQC) if the transaction is declined
- Authorisation Request Cryptogram (ARQC) if
an online request shall be performed
- Transaction Certificate (TC) if the transaction
is approved
EMV 4.2 tag 9F26
Application Currency Code Indicates the currency in which the account is managed according | EMV 4.2 tag 9F42
to ISO 4217
Application currency exponent Indicates the implied position of the decimal point from the right | EMV 4.2 tag 9F44
of the amount represented according to ISO 4217
Application effective date Date from which the ICC application may be used EMV 4.2 tag 5F25
Application expiration date Date after which card application expires EMV 4.2 tag 5F24
Application File Locator (AFL) Indicates the location (SFI, range of records) of the AEFs related | EMV 4.2 tag 94
to a given application
Application Identifier (AID) Identifies the application as described in EMV 4.2 tag 9F06
ISO/IEC 7816-4
Application Interchange Profile (AIP) Indicates the capabilities of the card to support EMV 4.2 tag 82
specific functions in the application
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Data Element Name Purpose Remarks
Application Label Mnemonic associated with the AID according to ISO/IEC 7816-4 | EMV 4.2 tag 50
Application Preferred Name Preferred mnemonic associated with the AID EMV 4.2 tag 9F12
Application Priority Indicator (API) Indicates the priority of a given application or group of EMV 4.2 tag 87

applications in a directory

Application Selection Indicator (ASI)

For an application in the chip card to be supported by an
application in the POI, the Application Selection Indicator
indicates whether the associated AID in the POl must match the
AID in the card exactly, including the length of the AID, or only
up to the length of the AID in the POI There is only one
Application Selection Indicator per AID supported by the POI

EMV 4.2 (no tag)

Application Transaction Counter (ATC) Counter maintained by the application in the ICC (incrementing EMV 4.2 tag 9F36
the ATC is managed by the ICC)

Application usage control Indicates issuer’s specified restrictions on the geographic usage EMV 4.2 tag 9F07
and services allowed for the application

Application Version Number Version number assigned by the payment system for the EMV 4.2 tag 9F09
application in the terminal

Approval code Code assigned by authorising entity 1ISO 8583 DE 38

Authorisation Agent Institution ID

Code identifying the authorising agent institution

For stand-in processing

1SO 8583-1993, 1SO 8583-2003 DE 58
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Data Element Name

Purpose

Remarks

Authorisation Life Cycle Code

A value in calendar days, hours or minutes which defines the time
period for which the acquirer is requesting guarantee of funds, or
that the card issuer shall guarantee funds for a financial transaction
which may follow

For pre-authorisation validity date period
I1SO 8583-1993, 1SO 8583-2003 DE 57

Authorisation Response Code (ARPC)

Code that defines the disposition of a message

EMV 4.2 tag 8A

Card acceptor identification code

Identifies the merchant/card acceptor

Optionally its contract number within the acquirer.
1SO 8583 DE 42

Card acceptor name/ location

The name and location of the card acceptor .

Permits the issuer to include this information in the
cardholder statement

1SO 8583 DE 43

Card acceptor terminal identification

Unique code identifying a POI at the card acceptor location. This
code might be structured and composed of different information,
e.g. to include Terminal, POI system and Card acceptor system
identifiers.

Identifies the POI within the merchant/card acceptor

1SO 8583 DE 41

Card Risk Management Data Object List 1 List of data objects (tag and length) to be passed to the chip card in| EMV 4.2 tag 8C
(CDOL1Y) the first GENERATE AC command
Card Risk Management Data Object List 2 List of data objects (tag and length) to be passed to the chip card in| EMV 4.2 tag 8D

(CDOL2)

the second GENERATE AC command

Card security code

A code or cryptogram used to verify that the cardholder is in
possession of the card at the time of the transaction and therefore
give increased protection against fraud

Card security code processing result

It indicates the processing result of the card security code when
verified
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Data Element Name

Purpose

Remarks

Card sequence number

A number distinguishing between separate cards with the same
primary account number or primary account number extended

Gives the Issuer information about the specific card in use

1SO 8583 DE 23

Cardholder authentication verification value

Cryptogram that has been generated following the authentication
of a secured e-commerce transaction

Cardholder authentication verification
algorithm

Indicates the computation method used during the generation of
the Cardholder authentication verification value

Cardholder name

Indicates cardholder name according to I1SO 7813

EMV 4.2 tag 5F20

Certification Authority Public Key Exponent

Value of the exponent part of the Certification Authority Public
Key

EMV 4.2 (no tag)

Certification Authority Public Key Index Identifies the certification authority*s public key in conjunction EMV 4.2 tag 9F22
with the RID
Certification Authority Public Key Index - ICC| Identifies the certification authority’s public key in conjunction EMV 4.2 tag 8F

with the RID

Certification Authority Public Key Modulus

Value of the modulus part of the Certification Authority Public
Key

EMV 4.2 (no tag)

Conversion rate reconciliation

Permits to convert from transaction to reconciliation amount

1SO 8583 DE 9

Conversion rate, cardholder billing

Permits to convert from transaction currency to cardholder billing
currency

1SO 8583 DE 10
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Data Element Name

Purpose

Remarks

Credits / debits reversal, amount

The sum amount of all Credit transactions processed

I1SO 8583 DE 87/89

Credits / debits reversal, Number

The sum number of all credit transactions processed

1SO 8583 DE 75/77

Credits, Fee Amount

The sum amount of amounts, fees in all authorisation, financial
reversal and fee collection transactions where the amount, fee, X,
indicated a credit, "C"

1SO 8583-1993 DE 109

Cryptogram information data (CID)

Indicates the type of cryptogram and the
actions to be performed by the POI

EMV 4.2 tag 9F27

Currency code reconciliation

Identifies the currency used for reconciliation

1SO 8583-1993 DE 50

Currency code, cardholder billing

Code defining currency of amount, cardholder billing and amount,
cardholder billing fee.

1SO 8583-2003 DE 6
1SO 8583-1987, 1SO 8583-1993 DE 51

Currency code, transaction

The currency code of the transaction used in the POI

1SO 8583 DE 49

CVM list (Cardholder Verification Method Identifies all methods of verification of the EMV 4.2 tag 8E
list) cardholder supported by the application
CVM results (Cardholder Verification Method | Indicates the results of the last CVM EMV 4.2 tag 9F34

results)

performed

Date , local transaction

The local year, month, day the transaction takes place at the POI
location in authorisation and financial messages.

In file action, reversal, chargeback, reconciliation, administrative,
fee collection and network management transactions, it is the year,
month, day set by the initiator of the first message of the
transaction

Shows the local date at the POI

1SO 8583-1987 DE 13
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Data Element Name Purpose Remarks

Groups all the financial transactions for a reconciliation. May be 1SO 8583-1993, 1SO 8583-2003 DE 28
included only once for batch transmissions instead of every

message. FOR RECONCILIATION FUNCTION: Date for which
financial totals are reconciled between the sender and the receiver

Date reconciliation

Date, settlement The year, month and day for which funds shall be transferred Used in clearing
between acquirer and card issuer
1SO 8583 DE 15
Debits / credits reversal, amount The sum amount of amount, transaction of all debit financial 1SO 8583 DE 87/88
transactions exclusive of any fees
Debits / credits reversal, number The sum number of all debits financial transactions processed ISO 8583 DE 75/76
Debits cancellation, amount The sum amount of amount, transaction of all cancelled
transactions
Debits cancellation, number The sum number of all debits cancellation financial transactions
cancelled
Debits, Fee Amounts The sum amount of amount, fee in all authorisation, financial 1SO 8583-1993, 1SO 8583-2003 DE 110
reversal and fee collection messages where the amount, fee, X,
indicated a debit, "D"
Dedicated File (DF) Name: Identifies the name of the DF as described in ISO/IEC 7816-4 EMV 4.2 tag 84

Dynamic Data Authentication Data Object List | List of data objects (tag and length) to be passed to the ICC in the| EMV 4.2 9F49
(DDOL) “internal authenticate” command
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Data Element Name

Purpose

Remarks

e-commerce type

Indicate the type of an e-commerce transaction (basic mode,
secured mode)

File Control Information (FCI) Issuer
Discretionary Data

Issuer discretionary part of the FCI

EMV 4.2 tag BFOC

File Control Information (FCI) Proprietary
Template

Identifies the data object proprietary to this specification in the
FCI template according to ISO/IEC 7816-4

EMV 4.2 tag A5

File Management Data Elements

Data elements needed to identify, reference and retrieve files and
messages transmitted using file transfer (e.g. for clearing), e.g.
Source File ID: ID of a File referred to

Source Message Number: number of a message in a file referred to
File ID: ID of the file itself

Forcing indicator

Indicates if the merchant has forced the transaction to be accepted
without the approval of the issuer or the acquirer

Forwarding institution identification code

Code identifying the forwarding institution

Identifies the sender processor. Note: The value can be
scheme dependent

1SO 8583 DE 33

Function Code

Code indicating the specific purpose of the message within its
message class.

Differentiates first and second presentment. When used in
Authorisation, differentiates authorisation, pre-
authorisation and full or partial reversal.

Reconciliation: Differentiates from final and check point
Reconciliation

1SO 8583-1993, 1SO 8583-2003 DE 24
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Data Element Name Purpose Remarks
ICC Public Key Certificate ICC Public Key certified by the issuer EMV 4.2 tag 9F46
ICC Public Key Exponent ICC Public Key Exponent used for the verification of the Signed EMV 4.2 tag 9F47
Dynamic Application Data and Combined Application Data
ICC Public Key Remainder Remaining digits of the ICC Public Key Modulus EMV 4.2 tag 9F48

Interface Device Serial Number

Unique and permanent serial number assigned to the IFD by the
manufacturer

Manufacturer ID may be part of the serial number.

EMV 4.2 tag 9F1E

Issuer action code (IAC) default Specifies the issuer’s conditions that cause a transaction to be EMV 4.2 tag 9FOD
rejected if it might have been approved online, but the POl is
unable to process the transaction online

Issuer action code (IAC) denial Specifies the issuer’s conditions that cause the denial of a EMV 4.2 tag 9FOE
transaction without attempt to go online

Issuer action code (IAC) on-line Specifies the issuer’s conditions that cause a transaction to be EMV 4.2 tag 9FOF
transmitted online

Issuer application data Contains proprietary application data for transmission to the issuer | EMV 4.2 tag 9F10
in an online transaction

Issuer Authentication Data Data sent to the ICC for online issuer authentication EMV 4.2 tag 91

Issuer cardholder verification method Identification of the Issuer cardholder verification method

Issuer Code Table Index Indicates the code table according to ISO/IEC 8859 for displaying | EMV 4.2 tag 9F11

the Application Preferred Name
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Data Element Name Purpose Remarks
Issuer Public Key Certificate Issuer public key certified by a certification authority EMV 4.2 tag 90
Issuer Public Key Exponent Issuer public key exponent used for the verification of the Signed | EMV 4.2 tag 9F32
Static Application Data and the ICC Public Key Certificate
Issuer Public Key Remainder Remaining digits of the Issuer Public Key Modulus EMV 4.2 tag 92

Issuer script results

Indicates the result of the card script processing

EMV 4.2 (no tag)

Issuer Script Templatel Contains proprietary issuer data for transmission to the ICC before | EMV 4.2 tag 71
the second GENERATE AC command

Issuer Script Template2 Contains proprietary issuer data for transmission to the ICC after | EMV 4.2 tag 72
the second GENERATE AC command

Language Preference 1-4 languages stored in order of preference, each represented by 2 | EMV 4.2 tag 5F2D

alphabetical characters according to 1SO 639 Note: EMVCo
strongly recommends that cards be personalised with data element
'5F2D' coded in lowercase, but that POls accept the data element
whether it is coded in upper or lower case.

Matching & Retrieval reference numbers

References supplied by the system retaining the original source
information and used to assist in locating that information or a
copy thereof

1SO 8583 DE 37

Merchant Category Code

Identifies the sector in which the

merchant/card acceptor operates.

I1SO 8583-1987 DE 18: Merchant type 1SO 8583-1993 DE

26 : Card acceptor business code

1SO 8583-2003 DE 26 : Merchant Category Code

Merchant Location Category

Business location type (e.g. train, air-plane, etc.)
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Data Element Name

Purpose

Remarks

Message authentication field code

Used to validate the source and the text of the message between
the sender and receiver.

I1SO 8583 DE 64/128

Message reason code

Shows the reason for sending the message. Depending on
implementations this data may be derived implicitly from several
data fields on the message

I1SO 8583-1993, 1SO 8583-2003 DE 25

Number of payments

The sum number of all payments transactions processed

1SO 8583-1993 DE 83
1SO 8583-2003 sub element of DE 75

Original data element

Helps to match the original related transaction Note: Schemes may
have specific requirements for usage and values

1SO 8583-1987 DE 90

1SO 8583-1993, 1SO 8583-2003 DE 56

Phone Number

Phone number to be used when a procedure is undertaken to call
the issuer.

PIN Data Permits the Issuer or its agent to validate PIN 1SO 8583 DE 52

PIN Decipherment Public Key Certificate ICC PIN Decipherment Public Key certified by the issuer EMV 4.2 tag 9F2D

PIN Decipherment Public Key Exponent ICC PIN Decipherment Public Key Exponent used for PIN EMV 4.2 tag 9F2E
encipherment

PIN Decipherment Public Key Remainder Remaining digits of the ICC PIN Decipherment Public Key EMV 4.2 tag 9F2F

Modulus

PIN Try Counter

Number of off-line PIN tries remaining

EMV 4.2 tag 9F17

POI component

Gives information about the POI such as manufacturer 1D, version
number, model,...
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Data Element Name

Purpose

Remarks

Point of service Capability

Permits to identify the POI capability and then which operational
rules apply

1SO 8583-1987 DE 22 : point of service entry mode SO
8583-1993 DE 22 : point of service data code 1SO 8583-
2003 DE 27

Point of service data code

Permits to know the way the transaction was performed and then
which operational rules apply

1SO 8583 DE 22

Primary account number (PAN)

Identification of customer card account

Identifies Cardholder accounts and allows the issuer to post
a transaction

1SO 8583 DE 2

Processing Code

Code used to describe the effect of a transaction on the customer
account and the accounts affected.

Differentiates cash withdrawal, payments, balance inquiry,
refunds, debit, credit, source and destination account for
transfers, etc...

1SO 8583 DE 3

Processing Options Data Object List (PDOL)

Contains a list of POI resident data objects (tags and lengths)
needed by the chip card in processing the GET PROCESSING
OPTIONS command

EMV 4.2 tag 9F38

Receiving institution identification code

Code identifying the receiving institution (e.g. intermediary entity)

1SO 8583 DE 100

Reconciliation indicator

A value used to allow reconciliation of time periods within a
reconciliation date. The value is subject to bilateral agreement

Groups all the financial transactions for a reconciliation
within the same day. May be included only once for batch
transmissions instead of every message

1SO 8583-1993, 1SO 8583-2003 DE 29
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Data Element Name

Purpose

Remarks

Remittance Information

Information defined by the card acceptor in order to be
communicated by the issuer to the cardholder

Scheme Identifier

This data Identifies the card scheme under which the transaction
was performed.

For chip may be decided on the basis of AID.

Secured payment processing result

This data gives the result of the exchanges between secured
payment architecture components.

Security related control information

Identifies security management information used in the current
transaction or specifies security management information to be
used in future transactions

Shows security parameters to be used for cryptographic
purposes

Sending institution identification code

Code identifying the sending institution

Identifies the sender institution. The value can be scheme
dependent

Service code

A code encoded by the issuer on the card specifying card present
card transaction conditions and preferences (in accordance with
ISO 7813).

I1SO 8583-1993, 1SO 8583-2003 DE 40

Service ldentification

Identifies precisely the service as defined in the SEPA Volume
(e.g. payment, deferred payment, pre-authorisation, no-show...).

Gives indication in the regulatory environment of a
transaction.

Short File Identifier Identifies the AEF referenced in commands related to a given EMV 4.2 tag 88
ADF or DDF. It is a binary data object having a value in the range
1 to 30 and with the three high order bits set to zero

Signed Static Application Data Digital signature on critical application parameters for SDA EMV 4.2 tag 93
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Data Element Name

Purpose

Remarks

System Trace number

A number assigned by a transaction originator to assist in
identifying a transaction uniquely. The trace number remains
unchanged for all messages within a two-message exchange, e.g.
request/repeat and response

Identifies the transaction at the Acquirer level
1SO 8583 DE 11

Terminal capabilities Indicates the card data input, CVM, and security capabilities of the | EMV 4.2 tag 9F33
POI

Terminal Configuration Data Elements This group of data elements gathers the different configuration
data elements such as: activation of services, application
configuration data e.g. floor limits, POI action codes, etc.

Terminal country code Indicates the country of the POI, represented according to ISO EMV 4.2 tag 9F1A

3166

Terminal verification results

Status of the different functions as seen from the POI

EMV 4.2 tag 95

Time, local transaction

The local time the transaction takes place at the POI location in
authorisation and financial messages.

In file action, reversal, chargeback, reconciliation, administrative,
fee collection and network management transactions, it is the time
set by the initiator of the first message of the transaction

Shows the local time at the POI

1SO 8583-1987 DE 12

Track 2 data

The information encoded on track 2 of the magnetic stripe as
specified in 1SO 7813, excluding start and end sentinels and
longitudinal redundancy check characters as defined therein.

Identifies Cardholder accounts and some security or
operational information

1SO 8583 DE 35
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Data Element Name Purpose Remarks
Track 2 equivalent data Contains the data elements of track 2 according to ISO/IEC 7813, | EMV 4.2 tag 57
excluding start sentinel, end sentinel, and Longitudinal
Redundancy Check (LRC). Note that the track 2 equivalent data
differs from the track 2 data concerning values in the discretionary
part
Transaction Currency code Indicates the currency code of the transaction according to ISO EMV 4.2 tag 5F2A
4217
Transaction Currency Exponent Indicates the implied position of the decimal point from the right | EMV 4.2 tag 5F36
of the transaction amount represented according to 1SO 4217
Transaction date Local date that the transaction was authorised EMV 4.2 tag 9A
Transaction Identifier A unique ldentifier for each original transaction used to link
original authorisation requests to subsequent messages.
Transaction ID provided by the acceptor Unique identification number of a remote transaction.
Transaction Quality Control oriented data Information on errors, problems or unexpected events happening
elements at the POI. For example number of uncompleted transactions, chip
card reading error, or error description data element.
Transaction Sequence Counter Counter maintained by the POI that is incremented by one for each | EMV 4.2 tag 9F41
transaction
Transaction Status Information Indicates the functions performed in a transaction EMV 4.2 tag 9B
Transaction type Indicates the type of financial transaction, represented by the first | EMV 4.2 tag 9C

two digits of 1SO 8583:1987 Processing Code
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